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Managing your digital footprint

This document provides general guidance in relation to how to manage
your digital footprint and is not intended to be comprehensive.



What is your digital footprint?

A digital footprint is a trail of information that you leave behind when using the internet and
digital devices. For example, when you are using your mobile phone or other devices to browse
websites, transact online, post or share information. You may not even be aware that you are
leaving a digital footprint and your information is publicly available.

Examples of online activity that can add to your digital footprint include:

e Browsing the Internet e Use of mobile apps

¢ Using social media  Sharing your location,

e Participating in professional for example with digital maps
networks and forums e Dating forums and sites

e Managing online accounts e Gaming and entertainment

e Completing online forms e Smart home devices

¢ Online credit/debit card payments ¢ Online sharing of images

¢ Sending and receiving emails e Telephony using VOIP

(voice over internet protocol)

Take care not to overshare (ﬁ’/(

Once you share information online, it can be there forever unless you are 7J° ‘\1
aware and actively manage your digital footprint. If you don’t manage

your digital footprint, you could lose control of your information and it

may end up being used in ways that could potentially harm you, your

family or your employer.

A digital footprint is made up

)
of information that you actively share 0\\(
(for example, when posting or sharing content b‘;\ " c//'
using social media), together with information % - Y /
that is captured passively when you are online \A\:% (8 f
(for example, details that are collected k) ¢ a\(//.j;/
in the background when you search online // \\;.T/ ?
or visit websites). In some cases, you may ' @7 /o %
be unaware that your data is being collected.
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help you to safely make use of the internet and \
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Managing your digital footprint

Learn how to manage your digital footprint

It is important you can identify your own digital footprint so you can actively manage it. Here
are some ways to find out what your online presence looks like:

v Identify your digital footprint — search for your information to see what is publicly
available and what is available to restricted groups. Using an internet browser, type in your
name or email address and see what the search returns, also view images to see what is
returned. Refer to the following page for further information about what to search for.

v Review and update your information — make sure that any personal and work related
information returned is suitable. Review your information and update or delete the content
you are not happy with. In some cases, you may need to contact the site administrator and
ask them to remove or edit the content.

v Think before you click ‘post’ — before you share personal and work information online, take
time to think about the consequences. Ask yourself whether it is necessary to share this
information and consider whether it could potentially harm yourself or others in the future?

v Review privacy settings on your devices, apps and online accounts to ensure you are aware
of what data is being collected. Implement app tracking transparency on your iOS devices.?

v" Check configuration settings on your devices and review which apps have access to
information such as your photos, location, calendar and contacts.

v Use unique strong passwords for each of your devices, apps and online accounts, including
your social media accounts. Where offered, consider using multi-factor authentication to
add further protection to your online information.

v’ Clean up your browsing history — when you have finished viewing or entering content on
the web ensure you delete your browsing history and close all browser windows. Where
available, turn on the option to automatically clear your browsing history when you exit
your browser.

v’ Set expectations — remember that others, including family, friends and professional
organisations, can also post and share content about you online. Have a discussion to make
it clear what you expect from others when it comes to your online digital footprint.

v Plan for the future — consider what could happen to your digital presence should you
become incapacitated. You may like to have a discussion with your family or trusted friends
regarding what you would like to occur with your online presence, just as you would with
other future estate planning matters. Make it easy for your family by ensuring you have a
documented list of your digital assets and online accounts.®!

v Review regularly — looking after your online digital footprint is an ongoing job. Make it a
habit to review your online profile regularly, including checking your privacy settings, as
online providers often update or change settings, and amend their terms and conditions of
use.



Safely searching for your digital footprint

The following checklist™ provides guidance to help to monitor your digital footprint safely, by

searching for yourself online:

Identify

General
information
about you

Images related
toyou

Social media
information
about you

Blog entries
related to you

Search criteria

First name and
surname

First name, middle
initial and surname

Email address

Email address and
location

First name and
surname

First name, middle
initial and surname

First name and
surname

First name, middle
initial and surname

The name of group(s)
that you belong to

First name and
surname

First name, middle
initial and surname

How to do this

Enter search criteria into your preferred
internet browser and view the results

Either use a dedicated image search* or
type ‘images’ into your preferred internet
browser followed by your search criteria

*Some internet browsers provide a dedicated image search (for
example www.google.com/images)

Either use a dedicated ‘groups’ search*
or type relevant group names into your
preferred internet browser followed by
your search criteria

*Some internet browsers provide a dedicated ‘groups’ search
(for example www.google.com/groups)

Type ‘blog” into your preferred internet
browser followed by your search criteria

Tips for safe searching
Here are some tips to help you search for your digital footprint safely:

e Always search the internet from a safe location, such as your home, and with a computer
you are authorised to use. Avoid using public Wi-Fi to enter personal information online as it
is not secure and will put your private information at risk.

e |f you have a more commonly occurring name (such as John Smith, for example), you might
find that the search engines return a lot of information, which may not be about you. This
means you are less likely to be found by your name alone, and that’s good!

e Once you finish your search, clear your browsing history and close all browser windows.



Managing your digital footprint

Further information

Visit the Australian Digital Health Agency’s website for additional cyber security guidance
materials for consumers and for healthcare providers.

Free security awareness training is also available at training.digitalhealth.gov.au

To find out more about how you can protect information that you access online, visit www.
cyber.gov.au.

_ 1 new
You ca.n also choose to r_ecel_ve free updates about the security
latest information security risks. alert

Subscribe at:

N

. www.cyber.gov.au
. www.scamwatch.gov.au.
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Contact for enquiries
Telephone: 1300 901 001 or email: help@digitalhealth.gov.au

Disclaimer

The Australian Digital Health Agency (“the Agency”) makes the information and other material (“Information”)
in this document available in good faith but without any representation or warranty as to its accuracy

or completeness. The Agency cannot accept any responsibility for the consequences of any use of the
Information. As the Information is of a general nature only, it is up to any person using or relying on the
Information to ensure that it is accurate, complete and suitable for the circumstances of its use.

Document control
This document is maintained in electronic form and is uncontrolled in printed form. It is the responsibility of
the user to verify that this copy is the latest revision.

Copyright © 2020 Australian Digital Health Agency

This document contains information which is protected by copyright. All Rights Reserved. No part of this

work may be reproduced or used in any form or by any means — graphic, electronic, or mechanical, including
photocopying, recording, taping, or information storage and retrieval systems — without the permission of the
Australian Digital Health Agency. All copies of this document must include the copyright and other information
contained on this page.
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