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National standards

Interoperability relies on two components: a set of
environmental factors and national capabilities
Interoperability is not all about 
technology. It’s also about people being 
willing to work together to collect, share 
and make better use of the information 
we have available.

Interoperability relies on a set of 
national capabilities and a set of 
environmental factors.

Better interoperability will improve the 
services delivered by clinicians and 
services received by consumers.

It allows people with severe 
access issues, to readily interact 
with the healthcare system.

Vision and leadership 

Adoption

Communication and awareness

Policy and business processes

Security
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Information exchange

Unified health directory services

Integrated electronic health records 

Authentication and authorisation

Identity management

The national capabilities 
that will be critical to 

improving 
interoperability of the 

healthcare system

These factors will 
influence our ability to 

achieve interoperability
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N
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T

It allows clinicians to easily 
transfer and access shared 
information, improving the way 
services are provided.
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Topic 1 
Understanding 
interoperability

This report explores three topics and concludes 
with a recommended set of next steps and discussion topics

Topic 2 
Interoperability 

today

Topic 3
The future

What is 
interoperability?

What 
components are 

required for 
interoperability?

What 
conversations 
do we need to 
have and why?

What problem is 
it trying to solve 
and for whom?

How are 
participants

engaging today?

What do we 
need to do to 

advance 
interoperability?

What can we 
learn from other 

industries and 
countries?

To what extent 
are they in 

place today?

What can be 
achieved with 

Interoperability in 
the future?
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As part of this report, we consulted the following 
participants ...
External Stakeholders
Government Organisation
Australian Commission on Safety and Quality in Health Care (ACSQHC)
Digital Transformation Agency (DTA) Canberra
Industry
Accenture Australia
Alcidion
Australian Medical Association (AMA)
Australian Private Hospitals Association (APHA)
Best Practice Software
CSIRO
DXC.technology
Fred IT Group
Genie Solutions
Global Health
GS1
Health Informatics Society of Australia (HISA)
HealthConsult
Healthlink (CEO)
Infosys
Medical Software Industry Association (MSIA)
Nextgate
Oakton
Ocean Health Systems
Oracle Australia
Royal Australian College of General Practitioners (RACGP)
Zedmed

State and Territory Jurisdictions

ACT Health

Department of Health and Human Services (DHHS) Tasmania

eHealth NSW

Northern Territory Department of Health

South Australia Health

Western Australia Department of Health

Agency Stakeholders (by role)

Executive General Manager, Government and Industry Collaboration and Adoption

General Manager, Core Services Systems and Operations

General Manager, Community and Clinical Partnerships and Insights

Lead Digital Health Architect

Clinical Information Modeller

Medicines Safety Programme Manager

Senior Privacy Advisor

A/Director (Government and Industry)

Director, Clinical Informatics

Director, Terminology

Digital Health Solution Architect 

Director, Product Management

Director, Front Line Support and Technical Implementation Services
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Topic 1
Understanding interoperability 
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Interoperability has many tiers

This work builds on the definition of interoperability outlined in 
the National Digital Health Strategy, which defines interoperability 
as the ability to exchange information across people, organisations 
and systems securely, seamlessly and in a way that it is trusted and 
understood. 

All three tiers 
must be 

considered to 
achieve full

interoperability in 
healthcare

It’s the key component to delivering wellbeing for all

It’s the enabler for continuity of care, with safety and 
quality as a priority

It’s about agreed standards that link information and 
systems efficiently

1
2
3
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It addresses diverse needs of the healthcare community

The consumers of healthcare are not
homogenous. Interoperability must
address the needs of everyone in the
community in an equitable way in
terms of access and provision of
health services.

“Interoperability is one of the enablers 
to achieve equity in the healthcare 

ecosystem. Digital is only one of the 
‘tools’. Consideration must also be 

given to human and business aspects”
Bettina McMahon, Australian Digital Health Agency

Go online first to find 
health information5

84%
The proportion of 

people in outer 
regional, remote and 

very remote areas who 
report waiting longer 

than they felt 
acceptable for a GP2

20%
The prevalence of 

people with a long-
term health condition 

or disability 
experiencing multiple 

forms of deprivation or 
disadvantage in 20101

28.9%
Of Aboriginal and Torres Strait 

Islander households have internet 
access at home 5

Higher are the death 
rates for remote 

Australians with a 
coronary heart disease 

condition5

40%

1 McLachlan, R., Gilfillan, G. and Gordon, J. 2013, Deep and Persistent Disadvantage in
Australia, rev., Productivity Commission Staff Working Paper, Canberra
2 Australian Bureau of Statistics 2016,Patient Experiences in Australia: Summary of Findings, cat. No. 4839.0, 
ABS, Canberra, viewed 26 September 2017, via AusStats database
3 Dr Humphry J, Homeless and Connected, Mobile phones and the Internet in the lives of homeless Australians, 
August 2014
4 EY, Digital Australia: State of the Nation The 2017 edition
5 Australian Digital Health Agency 2017, National Digital Health Strategy

45%
Of respondents had 
difficulty accessing 

healthcare when they 
needed it. Top reasons 

given: cost, location, 
could not get an 
appointment.5

88%
Of Australians have a 

smartphone4

47%
Of Australians either use or 

find smartwatches or 
fitness trackers appealing4

95%
Of homeless people 

have a mobile phone3

77%
Of homeless people 
have a smartphone3

63%
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Impacting four main participant groups

Bearing in mind the complexity of interoperability and its importance in an integrated healthcare ecosystem,
four main participant groups were identified. Each has specific requirements and expectations relating to
interoperability. Interoperability initiatives should consider these focus areas to promote participation,
acceptance and adoption.

This group comprises federal and state governments, with a focus on 
healthcare policy, programmes, and other key related policy domains 
including safety and quality, digital standards and privacy. 

This group comprises suppliers, such as large and small software 
vendors, systems integrators and other vendors, industry peak bodies 
and other key participants, such as standards organisations.

This group comprises public and private sector health and wellbeing 
clinicians, including general practitioners, practice nurses, hospital 
clinicians, administrative staff, allied health professionals, specialists, 
aged care personnel, pathology and diagnostic labs, and others.

This group includes individuals and carers who access 
health and wellbeing services.

Consumers 
and carers

Interoperability participant groups
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Financial services

Other industries provide a view on achieving 
interoperability

Aviation industry

Digital smartphone

A large and complex industry
A long history of adherence to standards

Driven by strong digital collaboration
Regulation around interoperability standards are welcomed 

and followed

Highly controlled and globally consistent rules governing 
operations and safety protocols 

High degree of uptake driven by a global population
Catering for a high degree of cultural diversity

Dramatic impacts when incidents occur

Driven by consumer choice and the proliferation of options
Balances centralisation of some usability and security 

standards with market-driven innovation
Driven by consumer choice and market innovation
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Topic 2
Interoperability today
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2
Lessons learned from other industries and countries highlight 
interoperable ecosystems require…….

Underpinned by the right balance between control and self-organised innovation

Self-organised 
ecosystem 

with minimum 
guidance from the 

government

Fully facilitated 
ecosystem 
regulated and 
mandated by 
government Foundational standards for national services 

provided by government

1

‘Interoperability is more than standards’
Catherine Katz and Neville Board, Australian Commission on 

Safety and Quality in Health Care

Items that relate to critical 
infrastructure capabilities

Enablers
Items that relate to culture, 

leadership, adoption and 
trust

Environment
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Both components depend on levers that sit within the broader
healthcare ecosystem, where the Agency has a leadership role

EnablersEnvironment

Vision and 
leadership Adoption

Communication and 
awareness

Policy and 
supporting 
business 
processes

Identity 
management

Authentication & 
authorisation

Integrated electronic 
health records

Unified health 
directory 
services

Information 
exchange

National 
standards Security

Internet / Wi-Fi 
connectivity

Equitable 
access to 
digital or 
electronic 
devices

Clinicians’ 
education 
in the use 
of 
technology

Consumers’ 
education 
in the use 
of 
technology

These levers are a key pre-requisite for the access, acceptance and adoption of interoperability capabilities.
They exist at various levels across consumers and clinician cohorts throughout the country.
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Participants reflected on progress to date and ambitions for 
the future…..

Future
‘Industry, peak bodies, consumers 

and clinicians are engaged and 
invested in co-design approaches’6

Past
‘Not all attempts to achieve 
interoperability have been 

successful’1

‘A standards first approach has not 
delivered at a rapid pace. However, it 

has provided a firm foundation to 
move forward’2

Present
‘There is still some confusion around 
what is meant by interoperability’3

‘The Digital Health Strategy and 
consultations establish the path 

forward’4

‘It’s important to be able to visualise 
success … without this, it’s hard to 

remain inspired’9

‘As consumers become more and 
more digitally savvy, the demand for 

a connected sector increases’7

‘The interoperability focus needs 
to be on healthcare, with digital 

health as an enabler’8

‘State and national electronic health 
records are providing key 

capabilities’5

1. Interoperability Design Workshop participants, September 12, 2017
2. Interoperability Design Workshop participants, September 12, 2017
3. Interoperability Design Workshop participants, September 12, 2017
4. Interoperability Design Workshop participants, September 12, 2017
5. attribution not authorised

6. attribution not authorised
7. Interoperability Design Workshop participants, September 12, 2017
8. Bettina McMahon, Australian Digital Health Agency
9. attribution not authorised



14www.digitalhealth.gov.au

Uncovering key insights – 1 of 2

‘… the real adoption 
driver is changing the 
funding mechanisms 

… be rewarded for 
collaborating’5

Adoption Policy and supporting 
business processes
‘Procurement in health is 
fragmented … resulting in 

interoperability issues’6

‘A legal framework for data privacy 
is required to bring National 

consistency and support 
interoperability’7

‘The funding model needs to 
change. Incentives need to be in 

alignment with integrated 
healthcare summary outcomes e.g. 

healthcare homes’8

‘When we made the 
shift from paper-based 
to digital systems, we 

did so in an 
environment with no 

prior learning and 
development’9

Communication 
and awareness

Vision and leadership 

‘It is not clear what is the 
role of the Agency, other 
government and industry 
around interoperability’1

‘A targeted intervention is 
needed … do not boil the 

ocean’2

‘Leverage consumer crisis 
to identify high level 

priorities where interop can 
add value’3

‘The Agency needs to 
actively participate in and 

facilitate industry 
collaboration, without 
trying to control the 

outcome’4

1. Interoperability Design Workshop participants, September 12, 2017
2. Catherine Koetz, GS1
3. Catherine Koetz, GS1
4. David Hansen, Australian E-Health Research Centre, CSIRO Health and 
Biosecurity
5. Aneesh Chopra, Former USA CTO, under Barack Obama administration
6. Dr Chris Moy, Australian Medical Association
7. Interoperability Design Workshop participants, September 12, 2017

8. Attribution not authorised
9. Dr John Aloizos AM, GP and Australian Digital Health Agency 
representative
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Uncovering key insights – 2 of 2

Identity 
management

Information exchange

Unified health directory 
services

National standards

Integrated electronic 
health records

‘Authentication and authorisation need to be easy 
use’ 4

‘Government must facilitate the process that 
establishes trust’5

Authentication and authorisation

‘Patient misidentification is a 
risk … the national database 

is yet to become the source of 
truth’1

‘… the purpose and objective of My Health 
Record is not well understood’10

‘Interoperability is not a standards-
first approach’12

‘HI Service has been 
adopted by a broad 
number of software 

providers, and state and 
territory jurisdictions’2

‘Focus on getting information in front of me. 
Then focus on standardising terminology’7

‘The My Health Record system is a vehicle 
to minimise this fragmentation …’9

‘Not having a complete and 
up-to-date directory service is 

holding us back from achieving 
secure messaging’3

'Interoperability is much more than the exchange of 
information … A key point is that the quality of the 

data exchanged is high - both to ensure understanding 
by the clinicians/patients etc. receiving the data - but 
also increasingly so that the data can be used reliably 
by computer algorithms for primary use - medications 
checking, genomics, diagnosis, treatment - through to 

secondary and tertiary use for health service 
management, quality of care research, population 

health and planning and of course medical research 
…’6

‘There is fragmentation across the vast 
number of electronic health record 

capabilities being available by localised 
solutions and at state-wide eHR

initiatives’8

‘My Health Record lacks richness of 
information’11

1. attribution not authorised
2. Brad McCulloch, Australian Digital Health Agency
3. Christian Holmes, Australian Digital Health Agency
4. Dr Chris Moy, Australian Medical Association
5. Lars Becker, Australian Digital Health Agency
6. David Hansen, Australian E-Health Research Centre, CSIRO Health and 
Biosecurity
7. Dr John Aloizos AM, GP and Australian Digital Health Agency 
representative

8. attribution not authorised
9. attribution not authorised
10. Interoperability Design Workshop participants, September 12, 2017
11. Interoperability Design Workshop participants, September 12, 2017
12. Catherine Katz and Neville Board, Australian Commission on Safety 
and Quality in Health Care



16www.digitalhealth.gov.au

Need Access Provision
Monitor & 

Manage
Payments & 

Costing

Research, 
Education 
& Training

• Irrespective of my 
location, I can access 
the services I need 
when I need it

• I can uniquely 
identify a patient

• Clinicians have access to my information, and I 
control the information I want to share

• I get reminders of tests, appointments, etc.
• I interact with my clinicians in many ways

• I can easily access critical clinical information 
including diagnostic imaging

• I trust inf. received from other clinicians, and 
it is easy to collaborate with them

• I can easily do medicine reconciliation

• I can easily find the 
health and wellbeing
services that I need

• Consumers and 
clinicians are aware 
of my services, and 
can communicate 
with me

• Understand the 
needs of participants

• Roles and 
responsibility are 
clearly defined

• Success on interoperability is monitored, and improvement 
opportunities discussed and actioned with relevant stakeholders 

• Interoperability roadmap is reviewed and updated accordingly, in 
conjunction with relevant parties 

• I can process my claims 
in a easy manner 
through various 
channels

• I can easily process 
claims and receive 
incentive payments

• Funding is made 
available (if relevant)

• Interoperability 
investments are known

• I am aware of digital 
technologies that allow me 
to interact with the health 
system

• I am aware of the digital 
technologies that allow me 
to interact with other 
clinicians and my patients 

• Success measures are 
made available in a timely 
manner

Va
lu

e 
Ch

ai
n

These insights informed key requirements across the 
healthcare value chain …

• I understand government priorities around interoperability, and I can plan my software releases 
according to that

• I know what are the minimum requirements around interoperability, allowing me to procure 
appropriate software solutions

• I clearly understand the role of the national capabilities as part of the interoperability ecosystem

• Where relevant, 
appropriate funding is 
in place

• Interoperability 
investments align with 
my ROI needs

• I can easily access and 
understand minimum 
interoperability standards

• I am aware of digital 
technologies available for 
interoperability 

Consumers 
and carers

Clinicians

Industry and 
peak bodies 

Government
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Topic 3
The future
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An interoperable healthcare sector delivers wellbeing for all

A set of illustrative scenarios have been developed to demonstrate, at a high level, the essence of interoperability pathways.
These scenarios can be used to progress the interoperability agenda and priorities across the healthcare ecosystem.

Scenario: Consumer – home to 
emergency, transported with an 
ambulance

Scenario: Consumer –
discharged from hospital, 
re-presents to GP

Scenario: Managing 
Medicines

Scenario: Coordinated 
Care across clinicians

Further scenarios and detail will be co-developed with stakeholders based on the interoperability priorities and discussions
over time. Additional scenarios, as well as a description of illustrative current state and potential future states, are described
in the Appendices.
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To advance interoperability, the following is recommended

A set of suggested initiatives for the short, medium and long term, 
addressing issues identified.

Key questions and considerations to be explored, around potential 
solutions or initiatives.

Possible measures of success. These measures will need to be 
revisited to ensure alignment with agreed initiatives.

Interoperability is defined by the thing you want to do. That’s why the practical approach to 
measuring and defining interoperability is to say, what do you want to do, and given that, 

what’s the functionality you need to make it happen?, Doug Fridsma, MD, President & CEO, 
American Medical Informatics Association
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On the path to greater Interoperability, measures 
of success will be important

Success for interoperability needs to be practical, and leverage the readily available data sources. Where data sources are not currently being
reported, enlisting support from jurisdictions, vendors and the Australian Institute of Health and Welfare to report data nationally is
recommended. Potential measures have been highlighted in the recommendations for interoperability in previous pages. The table below
provides a set of practical example measures, in alignment with the three phases of maturity described by the USA Office of the National
Coordinator for Health Information Technology (ONC).

Data capture and sharing
Exchange of information

Advance clinical processes through 
information flows

Semantic interoperability between systems

Impacts on key processes that 
enable improved health and 

healthcare outcomes
Clinical interoperability between people

O
ve

rv
ie

w • Exchange activity
• Availability of electronic health 

information

• Matching/linking data to provide context
• Consideration of business processes and 

associated information flows

• Clinicians collaborate through holistic, 
dynamic and integrated care plans with 
the consumer at the centre

W
ha

t d
oe

s t
hi

s m
ea

n 
fo

r …

Cl
in

ic
ia

ns
 

• I have access to my patients’ electronic 
health records

• I seamlessly share patient information and 
collaborate with other clinicians

• I have easy access to shared critical clinical 
information during patient consultation

• I am informed of my patients’ progress across 
the ecosystem. For instance, I am notified 
when one of my patients has been in hospital

• Electronic information sharing and business 
processes are in alignment with my medico-
legal responsibilities. For instance, I can sign-
off a medicines reconciliation activity  

• I have access to relevant and complete 
patient information, gathered from 
various sources of information

• I fully trust and understand shared patient  
information, and it assists me in my 
decision-making process

Co
ns

um
er

s 

• I only need to tell my story once. The 
clinicians who look after my health, have 
access to my relevant health information

• Health directory services help me select 
and interact with the right clinician for me 
and my loved ones

• I can rest assured that all my clinicians have 
access to my latest medicine-related data

• I can use mobile and other digital devices to 
access and share information with my 
clinicians

• I can access health services in an appropriate 
timeframe, irrespective of my location

• My clinicians understand my preferences 
and values. They develop health and 
wellbeing plans in alignment with them

• They actively share my care plan, which I 
can access through a range of digital 
technologies

Where are we at?

• In a 12-month period, the total 
discharge summaries sent to 
My Health Record to be 
uploaded was more than 
550,000

• All public hospital jurisdictions 
are capable of sending 
discharge summaries to My 
Health Record

• There were 6.2 million 
discharges from Australian 
public hospitals in 2015-16

• The percentage of discharge 
summaries uploaded in a 
12-month period is 8.9% of all 
discharges
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Improving interoperability capabilities is a multi-year initiative with complex interdependencies across both,
capability and environmental components. A set of recommendations and discussion topics for each of
these components have been provided as part of this report, with the high priority areas being:

Next steps … - 1 of 2

Fix the foundations
• Identity management: Improving the matching rate of HI Service in order to minimise the clinical safety

risk of patient misidentification. Openly communicate performance matching rates

• Authentication and authorisation: further streamline the registration, maintenance
and use of national authentication mechanisms, and look for consolidation
opportunities to minimise the number of digital certificates for clinicians and
organisations

• Unified directory services: continue with the development of a federated solution and
associated approach to keep information up to date, identifying the associated
accountable parties
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Next steps … - 2 of 2

Start to align policy and supporting business processes with interoperability
• Identify to what extent alternative funding mechanisms could promote collaboration and

information sharing

• Determine what is required to establish a nationally consistent framework for data privacy
to promote information sharing

• Determine the medico-legal requirements to cater for interoperability capabilities, and how
best they can be addressed

Establish a long-term vision and roadmap with clear roles and responsibilities
• Re-define and communicate the roles and responsibilities of the Agency, other Government, industry,

consumers and other participants such as Standards bodies
• Re-define and communicate the role of My Health Record and the role of State-based Electronic

Records in the interoperability ecosystem
• Identify the high priority areas where interoperability can provide increased value, and determine how

existing capabilities and infrastructure can be best utilised
• Develop and communicate the long-term vision and roadmap
• Determine what is the appetite for investment, and anticipated returns
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Help Centre 1300 901 001
8am-6pm Monday to Friday

Email help@digitalhealth.gov.au

Website www.digitalhealth.gov.au

Twitter https://twitter.com/AuDigitalHealth

Contact us

mailto:help@digitalhealth.gov.au
http://www.digitalhealth.gov.au/
https://twitter.com/AuDigitalHealth
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