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Introduction

Every day, people place 
their trust in Australian 
health professionals

And so they should. Australia’s healthcare system is one of the best in the
world.

We are at the forefront of medical research, we have world-class facilities,
and the people that provide care are highly skilled, capable and professional.

Australians trust that they will be able to access the best possible care and
advice when they need it.

And, when they do, they trust that their health professionals will have access
to the right tools and information.

But it isn’t always straight-forward.

A person’s ability to access the best quality care can be limited by their
geography, personal circumstances or health.

And a clinician’s ability to deliver effective care can be limited if they don’t
have a complete picture of the patient.

Advancements in digital delivery have created an opportunity for us to
significantly remove these barriers.

We can design better ways for people to access healthcare, and more
efficient and personalised ways to deliver it.

Through a more interoperable healthcare sector, we can increase the access
to high-quality services for those that are disadvantaged by geography or
personal circumstances and improve healthcare outcomes for all.

To do so will take time and trust. Trust in finding new ways of doing things,
trust in our systems and information we receive, and trust in one another.
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The National Digital Health Strategy highlights the 
importance of interoperability
Interoperability is a key component of an integrated healthcare ecosystem, as outlined in the National
Digital Health Strategy. To deliver the Strategy, a number of priorities and actions have been outlined for
implementation by 2022.

2

7. A thriving digital health 
industry delivering world-
class innovation

6. A workforce confidently 
using digital health 
technologies to deliver 
health and care

5. Digitally enabled models 
of care that improve 
accessibility, quality, safety 
and efficiency

1. Health information that is 
available whenever it is 
needed

2. Health information that 
can be exchanged securely

3. High-quality data with a 
commonly understood 
meaning that can be used 
with confidence

4. Better availability and 
access to prescriptions and 
medicines information
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What is interoperability and why is it important?

Interoperability is about information that has a consistent meaning and how we move it between people,
organisations and systems.

This can be a big challenge in a healthcare system that has evolved over decades. Different clinicians,
professions and jurisdictions have developed their own ways of working and different technology solutions to
support them. This can make it hard when consumers move across different parts of the system, or when a
clinician wants to better understand a consumer’s history.

But interoperability is not only about technology, it is also about people being willing to work
together …
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National standards

Interoperability relies on two components: a set of
environmental factors and national capabilities
Interoperability is not all about 
technology. It’s also about people being 
willing to work together to collect, share 
and make better use of the information 
we have available.

Interoperability relies on a set of 
national capabilities and a set of 
environmental factors.

Better interoperability will improve the 
services delivered by clinicians and 
services received by consumers.

It allows people with severe 
access issues, to readily interact 
with the healthcare system.

Vision and leadership 

Adoption

Communication and awareness

Policy and business processes

Security

CA
PA

BI
LI

TI
ES

Information exchange

Unified health directory services

Integrated electronic health records 

Authentication and authorisation

Identity management

The national capabilities 
that will be critical to 

improving 
interoperability of the 

healthcare system

These factors will 
influence our ability to 

achieve interoperability

EN
VI

RO
N

M
EN

T

It allows clinicians to easily 
transfer and access shared 
information, improving the way 
services are provided.
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Making healthcare more accessible to achieve social equity

The push for interoperability is driven by a desire to make healthcare more
accessible and equitable. If we get it right, people with severe access issues will be
able to more readily interact with the healthcare system.

Today

Bill runs a property in rural Queensland. He recently suffered a serious injury on
the farm and was airlifted to Brisbane for treatment. Now recovering at home, Bill
has limited access to essential clinical services like rehabilitation or physiotherapy,
and finds it hard to get to a pharmacy.

Bill is isolated and unable to drive himself anywhere. His daughter is running the
farm business and can’t take time off to drive her father to the city. A regional
nurse visits once a fortnight, but Bill has little choice in how or when his health
services are provided. Bill’s recovery is progressing slowly and it’s now starting to
impact his mental health.

Future 

On returning home, Bill’s recovery is managed mostly through digital devices.
After being transferred from Brisbane, the nearest pharmacy receives an alert
informing them of Bill’s new medicines. The pharmacist contacts Bill to confirm
receipt, and verifies any allergic or adverse reactions. Bill notifies the pharmacist of
his limited mobility, and arranges for the medicines to be delivered to him.

Using his iPad, Bill can see all of his medical information, make appointments, rate
his experience and interact with the clinicians he chooses. He even has Skype
appointments with his specialist in Sydney, booked by Bill at times that suit him.
His rehabilitation schedule is programmed into his electronic calendar and all of
the information he needs to assist his recovery is available at the touch of a
button. Bill feels more connected and in charge of his path to recovery.

Logged in

Find 
services

Rate this consultation
    

Next 
consult

My test 
results

My 
meds
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Providing improved healthcare outcomes
Interoperability across our healthcare system will lead to better transfer of information, resulting in better care and advice.

Future

As soon as Cara calls the ambulance, dispatch has accessed her
health record to check her medications, current problems and
recent doctor’s visits. This information is sent to the dispatched
ambulance.

En route to hospital, the ambulance officer calls the emergency
department and sends an electronic update of their assessment
of Cara. The triage nurse also checks Cara’s health record. At the
hospital, a verbal handover supports the information already
provided so Cara’s assessment and treatment can continue.

Cara’s GP is notified of her arrival in the emergency department
of the local hospital.

Today

Cara is at home and becomes acutely unwell. She calls an
ambulance. The ambulance officers assess Cara, with no
knowledge of her history or recent visits to his GP. They decide to
take Cara to hospital for further evaluation. There’s no more
information available about Cara’s recent health, and she’s too
unwell to recall.

En route to hospital, the ambulance officer calls the emergency
department to notify them of Cara’s arrival and to talk through
Cara’s assessment. At the hospital, a verbal update and print out
of ambulance notes are used to handover the assessment of Cara.
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How will we get there?

Motivation
We need people in the healthcare sector working towards the same goals. 
Clinicians and consumers must first want to share their information. To 
achieve this we need to consider a combination of behavioural interventions, 
incentives, disincentives and, in some cases, changes to government 
regulation.

Capability
Capable systems, processes and people will help us create more connected 
information for clinicians and consumers.

Technical standards
Technical standards will help us make sure we’re building IT infrastructure and 
software to a consistent set of rules that support the sharing and re-use of 
information.

Transforming the healthcare system will take
more than an overhaul of the technology that
underpins it.

It begins with a willingness by everyone in the
sector to make a real and sustainable difference
to the care we provide. For many, this will mean
giving up current ways of doing things and
trusting in something new.

The Australian Digital Health Agency will lead
interoperability across our healthcare sector
with a focus on the following areas.
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Year 1 (FY 18/19)Year 0 (FY 17/18) Year 2 (FY 19/20) Year 3 (FY 20/21) Year 4 (FY 21/22)

Interoperability is a continuous journey … and 
improving interoperability is a multi-year initiative

Interoperability is a continuous exercise, as opposed to a one-off initiative. Improving 
interoperability capabilities is a multi-year initiative, involving complex 

interdependencies. Each of the outcomes to be delivered ultimately depend on the 
foundation of a robust, co-developed next steps and potential options, based on an 

agreed vision.

Current state 
assessment of 
interoperability 
capabilities and 
identification of 
improvement 
opportunities and 
next steps.

Agree on a digital 
health strategy, 
interoperability 
standards, digital 
health maturity 
index

Review existing 
standards and 
develop new 
standards, 
implement highest 
priority 
functionality.

Establish a digital 
maturity support 
service; design, 
analyse and procure 
required services.

Implement 
interoperability 
capability.

The scope of this report

“Interoperability is a journey, not a destination” 
Bronko Sosic, Accenture



13www.digitalhealth.gov.au

Report
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Topic 1 
Understanding 
interoperability

This report explores three topics and concludes 
with a recommended set of next steps and discussion topics

Topic 2 
Interoperability 

today

Topic 3
The future

What is 
interoperability?

What 
components are 

required for 
interoperability?

What 
conversations 
do we need to 
have and why?

What problem is 
it trying to solve 
and for whom?

How are 
participants

engaging today?

What do we 
need to do to 

advance 
interoperability?

What can we 
learn from other 

industries and 
countries?

To what extent 
are they in 

place today?

What can be 
achieved with 

Interoperability in 
the future?
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Approach
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Improving interoperability capabilities is a multi-year 
initiative
Each of the projected outcomes ultimately depends on a robust, co-developed, co-developed next steps and potential options,
based on an agreed vision.

Year 0 (FY 17/18) Year 1 (FY 18/19) Year 2 (FY 19/20) Year 3 (FY 20/21) Year 4 (FY 21/22)

• Formulate an agreed vision of 
interoperability with a focus on 
the benefits for consumers, 
clinicians and carers

• Digital health strategy
• Agreed interoperability standards
• Digital health maturity index

• Review existing standards and 
develop new standards

• Implement highest priority 
functionality

• Establish a digital maturity 
support service

• Design, analyse and procure 
required services

• Implement interoperability 
capability

• Develop a set of tangible next 
steps focused on improving 
foundational capabilities and 
environmental factors, as well as 
identification of discussion topics 
in collaboration with relevant 
participants, setting out an 
agreed vision 

• Establish an interjurisdictional 
governance framework and 
commission interjurisdictional 
working groups

• Develop a standards framework 
with jurisdictions and industry. 
Make it part of procurement 
requirements and set out and 
implementation timeline

• Develop a revised framework to 
include a broader audience

• Develop mechanisms to monitor 
the impact of the framework and 
ongoing support

• Reset standards to align with 
useability outcomes

• Enhance new standards and 
specifications and co-develop 
new standards

• Negotiate with external standard 
agencies as required

• Monitor and review standards
• Design, analyse and procure 

required services

• Implement interoperability 
capability

• Pursue ad hoc interoperability 
opportunities with the 
Commonwealth Government 
and jurisdictions

• Undertake national health 
technology strategy consultation 
across commonwealth agencies

• Develop digital health maturity 
index, including measuring and 
reporting schemes

• Support training and educational 
development 

• Develop conformance, 
compliance and accreditation 
frameworks 

• Establish digital health maturity 
support services

• Provide ongoing support for 
jurisdictions

Focus of this report
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This report focuses on understanding existing 
capabilities and recommended next steps
This work constitutes the first phase of a multi-year interoperability initiative and, as such, only a subset of affected
participants were involved. A broader audience will be engaged in subsequent phases.

• Understand existing national interoperability capabilities and apply 
qualitative and quantitative methods (where possible), including 
interviewing a range of participants in the healthcare ecosystem, 
holding a roundtable forum with jurisdictions and government 
bodies, and facilitating a co-design session with industry and 
clinician representatives

• Conduct a desktop review and analysis of interoperability in other 
industries and international digital health experiences

• Recommend next steps to strengthen interoperability and reduce 
barriers

• Suggest consultation priorities and the participant groups to 
advance interoperability

• Relevant Agency participants 
• Digital Transformation Agency
• Australian Commission on Safety and Quality in Health Care
• State and territory health departments
• Consumer and clinician representatives
• Standards organisations
• Industry peak bodies 
• Supplier representatives 

• Address the suggested consultation priorities with participants 
• Identify standards, policies and other detailed regulatory 

requirements
• Develop ways to measure the maturity of interoperability
• Establish a digital maturity support service
• Design and procure activities, and analyse results
• Develop ways to monitor the impact of the framework and ongoing 

support
• Implement interoperability capability
• Change existing, or develop new, specifications
• Develop training and educational packages
• Develop conformance, compliance and accreditation frameworks
• Decide interoperability for secondary use of data

• Therapeutic Goods Administration
• Government bodies including Department of Human Services, 

Department of Veterans’ Affairs, Defence Health and others 
• Primary health networks 
• Aged care participants 
• Private hospitals
• Indigenous health organisations
• Standards organisations 

In scope

Participants consulted Participants to be consulted

Scope to be covered in next phases
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As part of this report, we consulted the following 
participants ...
External Stakeholders
Government Organisation
Australian Commission on Safety and Quality in Health Care (ACSQHC)
Digital Transformation Agency (DTA) Canberra
Industry
Accenture Australia
Alcidion
Australian Medical Association (AMA)
Australian Private Hospitals Association (APHA)
Best Practice Software
CSIRO
DXC.technology
Fred IT Group
Genie Solutions
Global Health
GS1
Health Informatics Society of Australia (HISA)
HealthConsult
Healthlink (CEO)
Infosys
Medical Software Industry Association (MSIA)
Nextgate
Oakton
Ocean Health Systems
Oracle Australia
Royal Australian College of General Practitioners (RACGP)
Zedmed

State and Territory Jurisdictions

ACT Health

Department of Health and Human Services (DHHS) Tasmania

eHealth NSW

Northern Territory Department of Health

South Australia Health

Western Australia Department of Health

Agency Stakeholders (by role)

Executive General Manager, Government and Industry Collaboration and Adoption

General Manager, Core Services Systems and Operations

General Manager, Community and Clinical Partnerships and Insights

Lead Digital Health Architect

Clinical Information Modeller

Medicines Safety Programme Manager

Senior Privacy Advisor

A/Director (Government and Industry)

Director, Clinical Informatics

Director, Terminology

Digital Health Solution Architect 

Director, Product Management

Director, Front Line Support and Technical Implementation Services
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Iterative approach and systematic 
evolution of the framework1

This project approach was underpinned by rapid participant 
consultation and co-design activities
A phased approach has been used to develop the strategic interoperability framework.

The approach

Rapid participant consultation with healthcare 
industry and supplier groups 

Input from renowned global subject 
matter resources and advisers

• Develop a ‘straw man’ of the current state 
in the project’s early stages

• Evolve and improve the interoperability 
framework gradually

• Incorporate lessons and relevant principles 
from national and international success 
stories across industries

• Incorporate participant views through 
co-design, co-production and evaluation

4. Finalise framework

Phase 2
Interoperability framework

Phase 1
Accelerated assessment

1b. Research national and international case 
studies in health and other sectors

1a. Conduct a desktop review of 
existing Agency documentation

1c. Develop initial hypothesis

3. Co-design

• Consult participants across the interoperability 
ecosystem, including through interviews and co-
design activities

• Interview a range of participants to gain broad 
insights and perspectives

• Bring together industry and supplier 
representatives who previously participated in 
co-design activities for the Agency. This group is 
aligned with the Agency contestability and 
probity principle

• Tim Blake has more than 15 years’ experience in 
health and the national digital health infrastructure

• Grahame Grieve is the ‘Father of FHIR’, the latest 
standard under HL7

• Aneesh Chopra served as the first Chief Technology 
Officer of the United States in the Obama 
administration and promoted technological 
innovation and interoperability

2a. Consult sparticipants

2c. Refine and consolidate the 
hypothesis based on consultations

2b. Hold a roundtable and 
discussions with Tim Blake, Grahame 
Grieve and Aneesh Chopra

2 3
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Topic 1
Understanding interoperability 
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What does interoperability mean in healthcare?
The concept of interoperability in healthcare is complex, and may mean different things to different people.
Some definitions focus on technology; others on considerations of trust and motivation. The recent national
Digital Health Strategy defines interoperability as the ‘ability to move information easily between people,
organisations and systems’1.

At a higher level, interoperability allows data and information to be shared seamlessly across entities
without any loss of value or integrity, or the need for reinterpretation.

Interoperability is critical because it allows clinicians to exchange information effectively and efficiently
across systems. It gives all clinicians a single view of an individual patient, allowing them to provide better,
more unified care, and better equipping them to avoid adverse events.

1. Australian Digital Health Agency 2017, Australia’s National Digital Health Strategy

[Interoperability] is about incremental added functionality. Going from a paper record to a PDF 
to something that is more structured — each one of those provides additional interoperability 
and the ability to both exchange information and use the information that’s been exchanged. 

Doug Fridsma, MD, President & CEO, American Medical Informatics Association
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Interoperability has many tiers

This work builds on the definition of interoperability outlined in 
the National Digital Health Strategy, which defines interoperability 
as the ability to exchange information across people, organisations 
and systems securely, seamlessly and in a way that it is trusted and 
understood. 

All three tiers 
must be 

considered to 
achieve full

interoperability in 
healthcare

It’s the key component to delivering wellbeing for all

It’s the enabler for continuity of care, with safety and 
quality as a priority

It’s about agreed standards that link information and 
systems efficiently

1
2
3
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It addresses diverse needs of the healthcare community

The consumers of healthcare are not
homogenous. Interoperability must
address the needs of everyone in the
community in an equitable way in
terms of access and provision of
health services.

“Interoperability is one of the enablers 
to achieve equity in the healthcare 

ecosystem. Digital is only one of the 
‘tools’. Consideration must also be 

given to human and business aspects”
Bettina McMahon, Australian Digital Health Agency

Go online first to find 
health information5

84%
The proportion of 

people in outer 
regional, remote and 

very remote areas who 
report waiting longer 

than they felt 
acceptable for a GP2

20%
The prevalence of 

people with a long-
term health condition 

or disability 
experiencing multiple 

forms of deprivation or 
disadvantage in 20101

28.9%
Of Aboriginal and Torres Strait 

Islander households have internet 
access at home 5

Higher are the death 
rates for remote 

Australians with a 
coronary heart disease 

condition5

40%

1 McLachlan, R., Gilfillan, G. and Gordon, J. 2013, Deep and Persistent Disadvantage in
Australia, rev., Productivity Commission Staff Working Paper, Canberra
2 Australian Bureau of Statistics 2016,Patient Experiences in Australia: Summary of Findings, cat. No. 4839.0, 
ABS, Canberra, viewed 26 September 2017, via AusStats database
3 Dr Humphry J, Homeless and Connected, Mobile phones and the Internet in the lives of homeless Australians, 
August 2014
4 EY, Digital Australia: State of the Nation The 2017 edition
5 Australian Digital Health Agency 2017, National Digital Health Strategy

45%
Of respondents had 
difficulty accessing 

healthcare when they 
needed it. Top reasons 

given: cost, location, 
could not get an 
appointment.5

88%
Of Australians have a 

smartphone4

47%
Of Australians either use or 

find smartwatches or 
fitness trackers appealing4

95%
Of homeless people 

have a mobile phone3

77%
Of homeless people 
have a smartphone3

63%
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Impacting four main participant groups

Bearing in mind the complexity of interoperability and its importance in an integrated healthcare ecosystem,
four main participant groups were identified. Each has specific requirements and expectations relating to
interoperability. Interoperability initiatives should consider these focus areas to promote participation,
acceptance and adoption.

This group comprises federal and state governments, with a focus on 
healthcare policy, programmes, and other key related policy domains 
including safety and quality, digital standards and privacy. 

This group comprises suppliers, such as large and small software 
vendors, systems integrators and other vendors, industry peak bodies 
and other key participants, such as standards organisations.

This group comprises public and private sector health and wellbeing 
clinicians, including general practitioners, practice nurses, hospital 
clinicians, administrative staff, allied health professionals, specialists, 
aged care personnel, pathology and diagnostic labs, and others.

This group includes individuals and carers who access 
health and wellbeing services.

Consumers 
and carers

Interoperability participant groups
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Financial services

Other industries provide a view on achieving 
interoperability

Aviation industry

Digital smartphone

A large and complex industry
A long history of adherence to standards

Driven by strong digital collaboration
Regulation around interoperability standards are welcomed 

and followed

Highly controlled and globally consistent rules governing 
operations and safety protocols 

High degree of uptake driven by a global population
Catering for a high degree of cultural diversity

Dramatic impacts when incidents occur

Driven by consumer choice and the proliferation of options
Balances centralisation of some usability and security 

standards with market-driven innovation
Driven by consumer choice and market innovation
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The financial services industry ecosystem

How interoperability empowers consumers can be seen through the financial services industry. In this highly regulated industry, providers
place heavy emphasis on information as the tool by which they compete and protect their market share. Providers have implemented
infrastructure to accommodate their own payments systems and services to consumers, such as Automatic Teller Machines, which did not
interoperate with each other. The industry has since evolved from a culture of unwillingness to share information. Today, consumers are
able to manage their finances, transfer funds and pay bills seamlessly through a variety of payment platforms, almost entirely digitally. The
financial services industry has achieved this current level of interoperability through three levers :

Clear regulatory and legislative frameworks

Payments are governed by the Reserve Bank of
Australia’s (RBA) Payments System Board, which is
responsible under numerous Acts for regulating the
safe and efficient operations of the payments
ecosystem. The regulators also govern related items
beyond the sector such as data lifecycle management
and outsourcing, providing a comprehensive, holistic
regulatory framework for the payments system.

Comprehensive governance

Government has catalysed reforms across the
financial services industry, with strict guidelines set by
the regulators, the Australian Prudential Regulatory
Authority and the (RBA). The payments system
follows clear rules and protocols, with mandatory
requirements for institutions, including how payments
are cleared and settled, the transfer of money, and
data.

Industry collaboration

An industry founded on participants aggressively protecting their markets and dominating new entrants requires
extensive engagement to allow innovation to flourish. The Australian Payments Network (AusPayNet) is a
membership-based industry association that acts as a self-regulatory body. AusPayNet champions collaboration,
promotes competition and innovation while developing protocols, policies and standards for payments clearing and
settlement. AusPayNet worked closely with the RBA’s Australian Payments Council to proposes a New Payments
Platform, supported and endorsed by the RBA for implementation in 2018, of which interoperability will form the
basis for the next evolution in payments services.

Comprehensive
governance

Text

Key lessons for the healthcare sector: 

• Government must determine a clear vision 
for the future.

• The industry, supported by government 
and its agencies, needs to determine how 
the vision will be achieved, e.g. standards 
development.

• Government sets an interoperability 
foundation for industry to build from with 
processes developed by the industry.
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Key lessons for the healthcare sector: 

• A culture of interoperability where all 
participants are engaged is key.

• Strong leadership is required, e.g. 
from the Department of Health.

• Standards bodies need to be 
established and standards need to 
start shaping procurement to make 
interoperability the default.

The aviation industry ecosystem

Interoperability is a major theme in the highly complex global aviation industry. Interoperability promotes high levels of safety and
efficiency through the proper functioning of equipment and procedures regardless of the size and type of the commercial aircraft, the
native language of the crew or where they were trained. Interoperability allows effortless air travel regardless of what channels consumers
use to buy tickets, where they are located or what language they speak. This is achieved through robust and clear standards, and
internationally agreed procedures. The aviation industry uses the following four levers to achieve interoperability:

Standards bodies and regulation
Interoperability regulations are major
considerations in the development of equipment
and solutions. Specialised bodies, such as the
Radio Technical Commission for Aeronautics and
the European Organisation for Civil Aviation
Electronics, develop standards that aim to be
recognised globally, helping to achieve
interoperability. Pragmatic approaches are taken
to deciding who must comply with standards, e.g.
should small private planes comply to the same
standards as commercial airliners?

Clear and unified leadership
The industry relies on the International Civil Aviation
Organization (ICAO), a central body responsible for
establishing universally accepted standards and practices
to improve safety and air traffic operations globally. This
includes establishing English as the standard language of
aviation with a “standard phraseology”. All standards
bodies fall under the ICAO. This provides clarity and single,
unified directions for airlines, manufacturers and support
services.

An interoperability culture
It is clear that establishing interoperability is a
common goal that is incorporated in the
development of new systems and technologies.
For instance, Galileo GDS, (computer reservation
system with a significant portion of worldwide
airline booking share), was created by a group of
airline carriers with the aim of increasing their
market share in the computer reservation market .

Collaboration between participants
The global aviation industry is extremely complex, with
many layers and participants. To enable interoperability,
airports, traffic control services, government agencies,
peak bodies, airlines, travellers, and tourism agencies,
need to collaborate. The airline industry historically has
successfully brought together participant groups to
achieve common objectives.
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Key lessons for the healthcare sector: 

• The distribution of power between the 
government and industry shapes the 
success of the establishment and 
adoption of standards

• Although government has a strong role 
in the initial establishment of 
interoperability standards, innovation is 
driven by shifting the balance of power 
to industry as interoperability of the 
industry matures

The smartphone ecosystem

The smartphone ecosystem is underpinned by interoperability, whereby information is transmitted and understood by applications (apps)
that in turn communicate with major systems. The ecosystem comprises two primary components: telecommunications, and mobile apps.
Telecommunication networks locally and globally allow communication between service providers, irrespective of the infrastructure, with
standards developed and adopted at a global and local level. Simultaneously, the ecosystem has minimum centrally derived and controlled
standards for app developers, fostering market-driven API and product innovation to address a broad range of consumer needs across the
globe.

Telecommunications Interoperability
Interoperability across the telecommunications industry
can be traced back to the development of a global
single mobile standard: the Global System for Mobile
Communications (GSM) by European Governments.
The success of the GSM is attributed to the openness of
the standard and stakeholder collaboration under the
framework set by the European Technology Standards
Institute2.

THIRD PARTY 
APPLICATIONS 
AND SERVICES

INFRASTRUCTURE 
COMPONENTS

Tech. 
community 

App. dev. 
houses

Freelance 
software builder

Freelance 
developers

Financial
Partners

CONTENT

PLATFORM

Mobile App Interoperability
Early in the history of mobile phones, apps were
designed and developed solely for the handset by the
handset manufacturers. The development of mobile
operating systems, such as iOS, Android, which was
open to the development of third-party software,
enabled a plethora of diverse apps to be developed
and accessed through mobile operating platforms.

Interoperability within Australia’s 
telecommunications industry

Standards and regulation within the Australian
telecommunications context, started with the
establishment of the Commonwealth Postmaster
General’s Department. Today, interoperability in
Australia’s telecommunications industry is regulated by
the Australian Communications and Media Authority
(ACMA). This includes the registration of compliant
suppliers on a national database.
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Globally, interoperability in healthcare has been 
approached differently in different countries

South Korea

► The legal system must 
evolve at the same rate 
as digital innovation

► Clinician uptake of 
interoperable systems 
has been limited by 
financial barriers

Sweden
► Interoperability success is attributed to a national 

database and structured implementation strategy
► Legal challenges in cross-border ePrescription Pilot, 

required legislative changes

Belgium

► Certification system 
requires adherence to 
interoperability

► Incentive programs to 
improve compliance and 
data quality

► Started with understanding and optimising healthcare processes and 
seamlessly getting information to clinicians before standardisation

► Addressed standardisation through participant engagement, resourcing 
and supporting end users with financial incentives

Israel
► Government endorsement is not 

the only means of establishing 
interoperability. Another influence 
is market pressure

► Where there is no central 
repository, interoperability, data 
and terminology standards become 
more important

United Kingdom
► Clinical system 

implementation is 
linked to government 
funding

► Industry, standards 
organisations and 
clinicians all 
collaborate 

► Improving operational 
workflow is the leading 
internal driver

United States of 
America

► Standards development is 
driven by the market

► Implementation guidelines are 
published to support adoption

► Financial incentives for 
adoption were implemented 
as an interim step only

► Authorities identified a need 
to change cultural behaviour 
to want to share information

New Zealand
► Government is critical 

to developing health 
information 
standardisation and 
influencing the 
market

► Challenges stemmed 
from a lack of a clearly 
articulated need for 
change

Estonia
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The U.S.A. experience involved … – 1 of 2

In the U.S.A. the focus has been on fostering industry-
driven standards and innovation. This has reinforced 
the role of government as a vision setter and the 
motivator for the market to drive standards, rather 
than the aggregator of healthcare assets or solutions.

The focus has been on three steps. 

Step 1: Achieving operability. Agreement on the 
minimum data inputs a clinician should collect from 
a patient, e.g. blood pressure. This has been well 
accepted.

Step 2: One-way secure messaging. This has had 
limited adoption, with fax machines still popular.

Step 3: API development to support market- and 
consumer-driven solutions. Maintaining levels of 
security and quality is complex. Some adoption has 
occurred. 

‘… before focusing on 
interoperability, we focused 

on operability’
Aneesh Chopra, Former USA CTO, under Barack 

Obama administration

‘… many clinicians to this day 
still rely on facsimile 

machines’
Dr Peter Del Fante, General Practitioner and 

Australian Digital Health Agency 
representative
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The U.S.A. experience involved … – 2 of 2

‘… the market alone cannot 
resolve the policy, security and 

liquidity imperatives’
Aneesh Chopra, Former USA CTO, under 

Barack Obama administration

‘… the real adoption driver … Is 
reframing what the value is for 

clinicians to share information when 
the receiver of that information may 

not be known’
Aneesh Chopra, Former USA CTO, under Barack 

Obama administration

The U.S.A. considered the possibility of a market-
driven interoperability solution through government 
incentives to create a private integration layer. This 
was seen as problematic, with a perceived risk of 
market failure.

Even where adherence to standards (technical and 
data exchange) was relatively easy, adoption was 
still low. This highlighted the fact that, for many 
clinicians, there is no real drive to exchange 
information or become interoperable with others. 
The barriers are far more non-technical than 
technical.

To address this concern, care networks are being 
established. Care networks are clinically integrated 
networks that legally bind clinicians to a coordinated 
care approach.
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Topic 2
Interoperability today
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2
Lessons learned from other industries and countries highlight 
interoperable ecosystems require…….

Underpinned by the right balance between control and self-organised innovation

Self-organised 
ecosystem 

with minimum 
guidance from the 

government

Fully facilitated 
ecosystem 
regulated and 
mandated by 
government Foundational standards for national services 

provided by government

1

‘Interoperability is more than standards’
Catherine Katz and Neville Board, Australian Commission on 

Safety and Quality in Health Care

Items that relate to critical 
infrastructure capabilities

Enablers
Items that relate to culture, 

leadership, adoption and 
trust

Environment
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The following environmental factors were identified, 
influencing our ability to achieve interoperability …

In particular, these components affect the uptake, effectiveness and use of interoperability capabilities in
Australia.

Setting the interoperability 
strategy, objectives and 

principles to align with the 
National Digital Health Strategy

Participation, uptake and use of 
relevant national capabilities

Promotion and education of the 
availability and purpose of a 

national capability across potential 
participant groups

Principles, process frameworks, 
policy and programme design and 
funding mechanisms promoting 

collaboration, enabling safe patient 
care, and protecting the collection, 
use and disclosure of information

Vision and leadership Adoption

Communication and awareness Policy and supporting business processes
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… with seven national capabilities identified as key enablers for 
Interoperability

Identity management

Provides business processes and support technology to 
identify unique consumers, clinicians and contracted 
service providers in the healthcare ecosystem. 

‘I am who I say I am’

Develops specifications (clinical informatics) to facilitate 
information exchange in alignment with relevant data 
quality and clinical safety requirements

‘My clinical software communicates with other systems to 
bring me what I need’

Information exchange
Unified health directory 
services

Provide the technology for consumers and clinicians to find 
health services and other health services information (e.g. 
HPI-Is and end-point locators).

‘I can easily find the clinicians I need to communicate with 
electronically’

National standards

Promote the definition and adoption of consistent 
standards to facilitate information exchange and provide 
conformance and compliance mechanisms.

‘Minimum standards are accessible and easy to 
understand and implement’

Allows consumers, clinicians and other participants to 
access health information, with the consumer at the 
centre.

‘My health information is available to clinicians involved in 
my care’

Integrated electronic health 
records

Common standards, understanding and adhering to 
required policies to protect the privacy and integrity of 
information.

‘I can rest assured that my information is secure’

Security • These capabilities are provided at a national level
• These capabilities take advantage of both nationally driven and locally 

derived solutions. As such they can be ‘federated’ in nature rather than 
centralised

• National capabilities are centrally managed and controlled (usually by 
government). However, implementation, delivery and maintenance is 
not necessarily done by the accountable party 

Processes and/or technology to verify the genuine 
and/or associated identity of a user, and provide 
appropriate levels of access
‘As a clinician, I can identify myself and get access to the 
information I need to provide care’
‘As a consumer, I have access to my information and have 
control over who can access’

Authentication and 
authorisation

Strategic Service Design identified ten national capabilities to create an integrated healthcare ecosystem. Of the ten capabilities, this work focused on those that were most critical for
interoperability.

The national capabilities provide the underpinning technology and other components (e.g. standards) to
facilitate interoperability.
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Both components depend on levers that sit within the broader
healthcare ecosystem, where the Agency has a leadership role

EnablersEnvironment

Vision and 
leadership Adoption

Communication and 
awareness

Policy and 
supporting 
business 
processes

Identity 
management

Authentication & 
authorisation

Integrated electronic 
health records

Unified health 
directory 
services

Information 
exchange

National 
standards Security

Internet / Wi-Fi 
connectivity

Equitable 
access to 
digital or 
electronic 
devices

Clinicians’ 
education 
in the use 
of 
technology

Consumers’ 
education 
in the use 
of 
technology

These levers are a key pre-requisite for the access, acceptance and adoption of interoperability capabilities.
They exist at various levels across consumers and clinician cohorts throughout the country.
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Our assessment of the current state of interoperability considered 
environmental factors and enablers, that are within the  Agency’s remit

The views of health system stakeholders have been listened to and 
considered. Interoperability initiatives across federal and state bodies have 

also been explored to understand the current and planned directions.

1 2
EnablersEnvironment
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Participants reflected on progress to date and ambitions for 
the future…..

Future
‘Industry, peak bodies, consumers 

and clinicians are engaged and 
invested in co-design approaches’6

Past
‘Not all attempts to achieve 
interoperability have been 

successful’1

‘A standards first approach has not 
delivered at a rapid pace. However, it 

has provided a firm foundation to 
move forward’2

Present
‘There is still some confusion around 
what is meant by interoperability’3

‘The Digital Health Strategy and 
consultations establish the path 

forward’4

‘It’s important to be able to visualise 
success … without this, it’s hard to 

remain inspired’9

‘As consumers become more and 
more digitally savvy, the demand for 

a connected sector increases’7

‘The interoperability focus needs 
to be on healthcare, with digital 

health as an enabler’8

‘State and national electronic health 
records are providing key 

capabilities’5

1. Interoperability Design Workshop participants, September 12, 2017
2. Interoperability Design Workshop participants, September 12, 2017
3. Interoperability Design Workshop participants, September 12, 2017
4. Interoperability Design Workshop participants, September 12, 2017
5. attribution not authorised

6. attribution not authorised
7. Interoperability Design Workshop participants, September 12, 2017
8. Bettina McMahon, Australian Digital Health Agency
9. attribution not authorised
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Uncovering key insights – 1 of 2

‘… the real adoption 
driver is changing the 
funding mechanisms 

… be rewarded for 
collaborating’5

Adoption Policy and supporting 
business processes
‘Procurement in health is 
fragmented … resulting in 

interoperability issues’6

‘A legal framework for data privacy 
is required to bring National 

consistency and support 
interoperability’7

‘The funding model needs to 
change. Incentives need to be in 

alignment with integrated 
healthcare summary outcomes e.g. 

healthcare homes’8

‘When we made the 
shift from paper-based 
to digital systems, we 

did so in an 
environment with no 

prior learning and 
development’9

Communication 
and awareness

Vision and leadership 

‘It is not clear what is the 
role of the Agency, other 
government and industry 
around interoperability’1

‘A targeted intervention is 
needed … do not boil the 

ocean’2

‘Leverage consumer crisis 
to identify high level 

priorities where interop can 
add value’3

‘The Agency needs to 
actively participate in and 

facilitate industry 
collaboration, without 
trying to control the 

outcome’4

1. Interoperability Design Workshop participants, September 12, 2017
2. Catherine Koetz, GS1
3. Catherine Koetz, GS1
4. David Hansen, Australian E-Health Research Centre, CSIRO Health and 
Biosecurity
5. Aneesh Chopra, Former USA CTO, under Barack Obama administration
6. Dr Chris Moy, Australian Medical Association
7. Interoperability Design Workshop participants, September 12, 2017

8. Attribution not authorised
9. Dr John Aloizos AM, GP and Australian Digital Health Agency 
representative
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Uncovering key insights – 2 of 2

Identity 
management

Information exchange

Unified health directory 
services

National standards

Integrated electronic 
health records

‘Authentication and authorisation need to be easy 
use’ 4

‘Government must facilitate the process that 
establishes trust’5

Authentication and authorisation

‘Patient misidentification is a 
risk … the national database 

is yet to become the source of 
truth’1

‘… the purpose and objective of My Health 
Record is not well understood’10

‘Interoperability is not a standards-
first approach’12

‘HI Service has been 
adopted by a broad 
number of software 

providers, and state and 
territory jurisdictions’2

‘Focus on getting information in front of me. 
Then focus on standardising terminology’7

‘The My Health Record system is a vehicle 
to minimise this fragmentation …’9

‘Not having a complete and 
up-to-date directory service is 

holding us back from achieving 
secure messaging’3

'Interoperability is much more than the exchange of 
information … A key point is that the quality of the 

data exchanged is high - both to ensure understanding 
by the clinicians/patients etc. receiving the data - but 
also increasingly so that the data can be used reliably 
by computer algorithms for primary use - medications 
checking, genomics, diagnosis, treatment - through to 

secondary and tertiary use for health service 
management, quality of care research, population 

health and planning and of course medical research 
…’6

‘There is fragmentation across the vast 
number of electronic health record 

capabilities being available by localised 
solutions and at state-wide eHR

initiatives’8

‘My Health Record lacks richness of 
information’11

1. attribution not authorised
2. Brad McCulloch, Australian Digital Health Agency
3. Christian Holmes, Australian Digital Health Agency
4. Dr Chris Moy, Australian Medical Association
5. Lars Becker, Australian Digital Health Agency
6. David Hansen, Australian E-Health Research Centre, CSIRO Health and 
Biosecurity
7. Dr John Aloizos AM, GP and Australian Digital Health Agency 
representative

8. attribution not authorised
9. attribution not authorised
10. Interoperability Design Workshop participants, September 12, 2017
11. Interoperability Design Workshop participants, September 12, 2017
12. Catherine Katz and Neville Board, Australian Commission on Safety 
and Quality in Health Care
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Need Access Provision
Monitor & 

Manage
Payments & 

Costing

Research, 
Education 
& Training

• Irrespective of my 
location, I can access 
the services I need 
when I need it

• I can uniquely 
identify a patient

• Clinicians have access to my information, and I 
control the information I want to share

• I get reminders of tests, appointments, etc.
• I interact with my clinicians in many ways

• I can easily access critical clinical information 
including diagnostic imaging

• I trust inf. received from other clinicians, and 
it is easy to collaborate with them

• I can easily do medicine reconciliation

• I can easily find the 
health and wellbeing
services that I need

• Consumers and 
clinicians are aware 
of my services, and 
can communicate 
with me

• Understand the 
needs of participants

• Roles and 
responsibility are 
clearly defined

• Success on interoperability is monitored, and improvement 
opportunities discussed and actioned with relevant stakeholders 

• Interoperability roadmap is reviewed and updated accordingly, in 
conjunction with relevant parties 

• I can process my claims 
in a easy manner 
through various 
channels

• I can easily process 
claims and receive 
incentive payments

• Funding is made 
available (if relevant)

• Interoperability 
investments are known

• I am aware of digital 
technologies that allow me 
to interact with the health 
system

• I am aware of the digital 
technologies that allow me 
to interact with other 
clinicians and my patients 

• Success measures are 
made available in a timely 
manner

Va
lu

e 
Ch

ai
n

These insights informed key requirements across the 
healthcare value chain …

• I understand government priorities around interoperability, and I can plan my software releases 
according to that

• I know what are the minimum requirements around interoperability, allowing me to procure 
appropriate software solutions

• I clearly understand the role of the national capabilities as part of the interoperability ecosystem

• Where relevant, 
appropriate funding is 
in place

• Interoperability 
investments align with 
my ROI needs

• I can easily access and 
understand minimum 
interoperability standards

• I am aware of digital 
technologies available for 
interoperability 

Consumers 
and carers

Clinicians

Industry and 
peak bodies 

Government
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… and highlighted key interactions between health and 
other sectors such as housing and employment

Housing agent eMarket PlaceCentrelink

Social worker

Interoperability in the health ecosystem will have a flow
on effect on other domains

Improving interoperability capabilities in the health ecosystem will positively impact other sectors and domains, further improving the
overall wellbeing of consumers and their families. The scenario below outlines some of these benefits.

Eloise is an eight year old girl, living with her parents and her little four year old sister Jenny. Six weeks ago, both mum and dad lost their
jobs, and the ability to continue paying the rent of their small 2-bedroom apartment. As a result of this they were evicted, and in the stress
of the situation, Eloise’s dad started to develop a drinking problem and commenced beating her mum when he was frustrated. Eloise and
Jenny were very frighten, and her mum was very worried about the family situation. Eloise’s mum and dad had a very long discussion and
decided to get some assistance from one of the offices of the state housing agency.

A first contact officer performed the usual initial interview. This involved a
needs assessment. The officer was able to access the housing eMarket
place to find Eloise’s family short term emergency housing, and lock in
three longer term housing options, becoming available in the next month.

Given the issues the family was facing, the officer referred them in real
time to a local Centrelink’s social worker. To expedite the process, the
family used a private area, and talked immediately to the social worker
using Skype. The social worker booked the family for a meeting with a case
manager to provide income assistance. The social worker identified other
risk factors that needed urgent attention, and referred the family to the
local health services.

With the necessary consent, mum and dad’s information was seamlessly
transferred to the health services, so they wouldn’t need to repeat their
story. All appointments were made online, and lucky mum and dad had a
smart phone, so they could track the progress of their home allocation,
welfare payments and medical appointments.

Mum and dad received help regarding dad drinking problems, and counselling to address the violence issues.
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Vision and 
leadership

• Which problems in the healthcare domain need addressing first, second and third, acknowledging
end-to-end interoperability is an ever evolving journey over years?

• How can immediate priorities take advantage of infrastructure and capabilities currently in place?
• How does accountability and responsibility flow through a care journey? How does this impact

perspectives of clinicians in relation to interoperability and risk exposure and liability?
• What are the liability and risk factors impacting healthcare with and without interoperability? How

will interoperability impact real or perceived risk and liability matters?
• What interoperability measures can be sourced from industry and jurisdictions that is not currently

available?
• How can we link the data sets from AIHW to interoperability datasets to define health outcomes?
• What is the approach for secondary use of data?
• What is the appetite for investment? What are the expectations on return on investment and

associated timeframes?

Insights and requirements raised questions to be explored, 
across environmental components and capabilities – 1 of 4

Adoption • What clarity is required by industry to inspire investment and adherence to standards?
• What are the immediate needs of each stakeholder group? To what extent is there convergence of

need to inform Interoperability use cases and solution approaches?
• What are the blockers to adoption and why?
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Insights and requirements raised questions to be explored, 
across environmental components and capabilities – 2 of 4
Communication 
and awareness • What are the current questions of stakeholder groups, that need to be addressed?

• What is the role of the market in driving awareness?

• What interoperability requirements need to be included in procurement?
• Is there a need to change the way clinicians are funded to reinforce the value of coordinated care?
• What are professional, safety and quality or other legislative clinical processes that must be

adhered to when considering interoperability? For example, is there a need for the next in care
clinician to personally ‘sign off’ on a patient’s medicine reconciliation record?

• What is required to establish a nationally consistent framework for data privacy? What are the
‘rules’ this framework will legislatively impose? And what will be up to Participants to decide?

Policy and 
supporting 
business 

processes

Identity 
management

• What is the role of the HI Service as part of the DTA digital identity solution?; Will the DTA develop a
federated solution, leveraging the HI Service as one of the existing capabilities (among others)?; Will
the DTA digital identity solution eventually replace the HI Service in the long term?

Authentication 
& authorisation

• Are there any opportunities to build a federated authentication and authorisation solution that
leverages, both national capabilities (e.g. NASH) and localised solutions (e.g. state-wide solutions)?
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Insights and requirements raised questions to be explored, 
across environmental components and capabilities – 3 of 4

Integrated 
electronic 

health records

• What are the barriers to linking the major electronic health record repositories into My Health
Record to create an integrated national health record? What are the defined minimum patient data
elements to be extracted and can we move towards a minimum data set for health across all
clinicians?

• What should the specific objective and role of the My Health Record system be in a federated
ecosystem?; Should capabilities such as alerts and case management be incorporated into the My
Health Record?; Or should these complementary capabilities be delivered by the broader market?

• What are the minimum guidelines and compliance requirements that Government should put in
place to increase the quality of health and wellbeing apps, to minimise clinical safety risks?

• What are the storage implications of sharing and centrally storing diagnostic imaging results?

• What is the role of the market in deriving this solution? Can this solution be completely market
driven?

• What is needed to maintain the accurate and value of a directory over time? Who will be
accountable for this?

Unified health 
directory 
services

Information 
exchange

• What is the priority for clinicians; to get information first and standardised terminology later, or
focus on terminology standardisation first?

• How can we better leverage the existing infrastructure in the provision of interoperability
capabilities?

• How can we improve interoperability capabilities when legacy technology is still in use?
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Insights and requirements raise questions to be explored, 
across capabilities and environmental components – 4 of 4

• What is the roadmap to support new standards and technologies, and legacy technology?
• To what extent should nationally defined standards include usability or semantic components?
• Should SNOMED and AMT become the mandated terminology standards? If so, what needs to be in

place to promote adoption. For instance:
• Inclusion of all Australian medicines in AMT (including new, trial drugs and complimentary

medicines)
• Inclusion of the most critical or common diagnosis and procedures in SNOMED CT-AU?
• Mapping mechanisms between other terminology standards and AMT/SNOMED CT-AU?;

Should Government or industry provide these mapping mechanisms?
• Are there any other terminology standards that should be considered for future

enforcement, for instance LOINC for pathology?
National 

standards

Security

• What security requirements (in addition to those currently available) need to be in place to further
promote interoperability and protect information?

• What role does the Agency have to play in security compliance auditing and standard setting?



47www.digitalhealth.gov.au

Vision and 
leadership

In addition to the questions to be explored, the following 
improvement opportunities were identified – 1 of 6

Healthcare participants, particularly the vendor community, need a shared vision of an interoperability
roadmap and how we will get there. Without this clarity, investment decisions will be stalled or, worse,
made incorrectly.

The shared vision must include a clear definition of roles and responsibilities across the Agency, other
Government, industry and other relevant participants such as Standard Organisations. These roles have
not been clearly articulated and defined, creating confusion among the community.

The interoperability roadmap must outline specific focus areas, where interoperability can solve real and
tangible problems. These problems or focus areas should be prioritised.

‘There is uncertainty in the vendor 
community. Investment decisions are best 

made when the road map for national 
infrastructure is known’2

Adoption Multiple factors are limiting adoption, including trust that data has been received and the fears of risk-
averse clinicians around losing control in sharing information. Some of these issues can be mitigated
through a combination of appropriate incentives, education and system improvements.

Until now, the incentives to promote interoperability have been primarily financial (e.g. ePIP). These
incentives have the risk of cementing the wrong behaviour and creating an expectation of permanent
financial incentives.

‘… there is a level of personal judgment associated with 
interpretation of information and decisions in healthcare … 

how can this be understood and factored in an 
interoperable setting?’1

1. Interoperability Design Workshop participants, September 12, 2017
2. Joe Scuteri, HealthConsult
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Communication 
and awareness

In addition to the questions to be explored, the following 
improvement opportunities were identified – 2 of 6

A common theme across many of the hurdles to interoperability is that there is no common
understanding of the role of the My Health Record system and state-wide electronic health record
initiatives as part of the interoperability ecosystem. This is exacerbated by limited knowledge of My
Health Record policies, which outline that clinicians are under no obligation to upload any document
they consider clinically incomplete. This creates unnecessary levels of concern, which in turn impacts
user adoption.

At the same time, some vendors and healthcare technology entrepreneurs are unaware of the national
infrastructure and the available interoperability capabilities, further increasing fragmentation across the
healthcare ecosystem. Clear, relevant and timely communication will be critical to take down the barriers
to interoperability.

Policy and 
supporting 
business 

processes

Interoperability capabilities are not currently supported by all their underpinning policies and the business
processes. For example, the way hospitals collect information varies from institution to institution, or
even across hospital wards. Critical business process activities have not been fully considered in the
provision of interoperability capabilities, e.g. the ability for a clinician to sign-off medicine reconciliation
among clinicians. Procurement activities are fragmented and do not support interoperability with
existing applications in some instances.

Fragmented data privacy laws currently limit information sharing between states and across public and
private domains. Equally, existing funding mechanisms do not promote interoperability.
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In addition to the questions to be explored, the following 
improvement opportunities were identified – 3 of 6

Identity 
management

Improvement opportunities include views from participants gathered as part of this piece of work as well as those gathered during Strategic Service Design.

Identity management remains a key barrier for interoperability … The healthcare ecosystem currently
has multiple different identifiers used in different ways either nationally or a state level.

Compliance is subject to interpretation, and the Healthcare Identifier Service is implemented
differently around the country, with some state jurisdictions using a single healthcare provider
identifier organisation (HPI-O) across all hospitals requiring an additional ID to uniquely identify a
specific facility. In addition, the existing matching rate (95% or lower) is not considered appropriate,
and it can contribute to clinical safety risks caused by patient misidentification. This is further
exacerbated by ‘null results’ or the inability to find a consumer IHI. These issues have contributed to
what it seems to be low adoption levels of HI Service across the country, which is further exacerbated
by the fact that HI Service identifiers are not mandatory for secure messaging.

Australia needs a unique, national healthcare identifier that covers all consumers and clinicians. The
national adoption of and compliance with such an identifier will dramatically assist in enabling
interoperability.

Authentication 
and 

authorisation

Authentication and authorisation mechanisms are complex and difficult to use for clinicians and
healthcare provider organisations. Similarly to identity management, numerous technology solutions are
in place, resulting in clinicians having to maintain a number of digital certificates to Government
services. Some of these solutions rely on legacy technology. For instance, NASH uses compact discs
(CDs) to setup PKI certificates.

Instead of using the national infrastructure, States (in some instances) have replicated authentication
and authorisation mechanisms for GPs.
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In addition to the questions to be explored, the following 
improvement opportunities were identified – 4 of 6

Integrated 
electronic 

health records

Improvement opportunities include views from participants gathered as part of this piece of work as well as those gathered during Strategic Service Design.

Integrated electronic health records are a mechanism for information sharing. Both, state-wide
electronic health record (eHR) initiatives and the My Health Record system are a good start. However,
their specific role and objective as part of an interoperable ecosystem has not been clearly defined.

In addition, the data currently stored within the My Health
Record system is limited. This is not only caused by low levels of
adoption, but also by the fact that only certain clinical
documents and views can be stored within My Health Record.
In other words, My Health Record is based on Clinical Document
Architecture (CDA), and cannot currently support atomic data.
The implementation of new CDA documents is considered
complex and lengthy, taking up to 18 months.
On the other hand, different levels of maturity exist across state
and territory jurisdictions in electronic health records. Some
jurisdictions are still using paper-based medical record systems.
Others lack national electronic medical record capabilities.
While some state-wide electronic health record initiatives have
enabled access to the My Health Record system, these solutions
do not complement each other in the provision of a unified and
federated solution.

Healthcare participants, including industry representatives and clinicians, are still unsure as to what the 
specific purpose of the My Health Record is. 
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In addition to the questions to be explored, the following 
improvement opportunities were identified – 5 of 6

Unified health 
directory 
services

Improvement opportunities include views from participants gathered as part of this piece of work as well as those gathered during Strategic Service Design.

Unified health directory services allow consumers and providers to find relevant health services and
other information, (such as such as HPI-Is and end-point locators).

Although Australia has many health directories, it is currently not possible to search across all of them,
making it difficult for consumers to make informed choices, and for clinicians to find the necessary
information to communicate and share information with other providers – an issue the Agency is already
addressing.

But having a unified solution is not enough … information needs to be reliable and up to date, with a
specific party being accountable for it. At the moment, the mechanisms to do this are limited and rely on
manual procedures, causing information to be out of date.

Information 
exchange

Information exchange – the oil that makes interoperability run smoothly – is still in development.
Currently, clinicians can only access shared information by explicitly ‘calling’ certain clinical information
system functionality. In other words, there is no seamless access to shared information.

In addition, integration among software solutions sometimes requires implementing specific / non-
standardised Application Programming Interfaces (APIs), i.e. functions that allow access to features
from remote services. The Agency is working towards a nationally agreed strategy to support
information exchange between software solutions.

NeHTA has developed specifications for information exchange, but some have been considered not-fit-
for-purpose, impacting adoption.

Interoperability requires seamless and standardised information exchange across the healthcare
ecosystem.



52www.digitalhealth.gov.au

In addition to the questions to be explored, the following 
improvement opportunities were identified – 6 of 6

National 
standards

Consistent, national standards are necessary to facilitate unambiguous information exchange … however,
adoption of existing standards is fragmented. Additionally, it is unclear what is the minimum set of
standards that would enable interoperability

Some existing information exchange mechanisms use HL7 Clinical Document Architecture (CDA)
standards at various levels of maturity (e.g. level 1 includes a header plus the body of the document
which could be a PDF document as opposed to atomic data). CDA is considered highly complex and
difficult to implement by healthcare participants, including software vendors.

National terminology standard mechanisms are provided for free by the Agency. SNOMED CT and AMT
releases are made available to clinicians, software vendors and other healthcare participants. However,
neither AMT nor SNOMED are complete. AMT does not include some over-the-counter, complementary
and trial medicines. In addition, AMT is not mandated by TGA and is considered difficult to implement
given the significant amount of data fields that need to be managed. Similarly, SNOMED does not cover
all diagnoses and procedures.

Improvement opportunities include views from participants gathered as part of this piece of work as well as those gathered during Strategic Service Design.

Although security was identified as a main enabler for interoperability, it was not identified as a barrier or constraint for
interoperability during participant consultation. The need to have minimum security requirements in place for information
sharing (in addition to all mandatory regulatory requirements) is considered a priority.

With this in mind, rather than assessing the current state of security in the interoperability context using the lenses approach, a
set of future state recommendations are included in the next section of this report.
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State and territory health jurisdictions have been active 
participants in the interoperability area

Northern Territory
• Current eMR solutions have basic functionality and are being 

upgraded 
• Viewing of My Health Record in hospitals and rural community 

centres
• Shared Health Summaries are sent to My Health Record by rural 

community centres; dispense records from Merlin product 
• Identifiers – use HIPS in real time for patient matching at the time 

of patient presentation

Queensland
• State-wide systems, The Viewer (all hospitals) and ieMR (6 

hospitals) used for electronic clinical information
• Identifiers – links to national infrastructure to retrieve and store 

locally based on matched patient data across the state
• My Health Record access is via The Viewer for all hospitals
• Current/planned initiatives in medications, path/diagnostic 

imaging, sending emergency and outpatient letters

Victoria
• All local health districts have separate eMR systems, in 

various states of implementation
• Limited coordinated initiatives across the state, with 

no interoperability across LHDs
• My Health Record – poor connectivity in small pockets 

only
• Identifiers – HIPS is being implemented at first 

hospital, many to follow

Tasmania
• eMRs are digitised (scanned) paper records, with 

viewing ability across metropolitan hospitals only
• My Health Record is available in major hospitals
• Identifiers – uses HIPS to connect to national 

infrastructure
• Dispense medications sent to My Health Record from 

HCS Product
• Current/planned initiatives in path/diagnostic imaging 

South Australia
• All hospitals are paper based for medical 

records
• No viewing of My Health Record as yet, 

though interested
• Identifiers – created and uses HIPS to link 

to national infrastructure

Western Australia
• Electronic solutions for discharge system and speciality 

system
• Viewing of My Health Record, though not via nature 

eMR
• Identifiers – uses HIPS for connected to IHI
• Current/planned initiatives for path/diagnostic imaging

Australian Capital Territory
• eMR Solutions is state-wide though 

separate systems exist across specialities
• Some viewing capability of My Health 

Record
• Current/planned initiatives in 

path/diagnostic imaging

New South Wales
• Local eMRs used and summary data available 

through HealtheNet portal
• My Health Record access via HealtheNet, via 

local eMRs
• Current/planned initiatives in medications, 

path/diagnostic imaging
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Topic 3
The future
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An interoperable healthcare sector delivers wellbeing for all

A set of illustrative scenarios have been developed to demonstrate, at a high level, the essence of interoperability pathways.
These scenarios can be used to progress the interoperability agenda and priorities across the healthcare ecosystem.

Scenario: Consumer – home to 
emergency, transported with an 
ambulance

Scenario: Consumer  
discharged from hospital, 
re-presents to GP

Scenario: Managing 
Medicines

Scenario: Coordinated 
Care across clinicians

Further scenarios and detail will be co-developed with stakeholders based on the interoperability priorities and discussions
over time. Additional scenarios, as well as a description of illustrative current state and potential future states, are described
in the Appendices.
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Illustrative scenarios are a great conversation starter – 1 of 2

1: Peter is at home unwell, calls an 
ambulance, and is assessed and 
transported to hospital
Current picture:
Limited information sharing through 
paper processes across multiple 
clinicians.

Future picture:
Information flows between clinicians as 
does the consumer
Peter’s GP is alerted to Peter’s health 
concerns.

2: Sally is discharged from hospital, re-
presents to GP to continue to manage 
her care.
Current picture:
Limited information sharing through 
paper processes from the hospital and 
GP; often discharge summaries not 
completed in timely manner.

Future picture:
Seamless information flow and 
communication between Sally’s doctors, 
providing quick diagnosis of her post 
surgical complications.

3: Ivan’s pathology results available in atomic 
format and can be readily accessed and 
monitored by any GP that Ivan sees.
Current picture:
Ivan has travelled a lot for work the last few 
years. However, he remains diligent about 
getting his HbA1C measured in the 
management of his diabetes.
The data from each blood test are only 
viewed by each GP and visit based on a 
single instance.

Future picture:
All Ivan’s longitudinal results are viewed 
upon returning to his regular GP, who 
notices a downward trend, that he decides 
needs further management steps to be 
included for Ivan.
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Illustrative scenarios are a great conversation starter – 2 of 2

4: Medicines management across 
various clinicians for Sushant
Current picture:
Sushant, an Aged Care resident, has 
recently been admitted to hospital. 
Upon admission, the hospital’s treating 
doctor sees the bag of medications 
that Sushant has brought with him, 
and a list of medications that the Aged 
Care facility has provided. While 
reconciling these medications, the 
doctor needs to call Sushant’s GP, as 
there is confusion about his actual 
current medication regime, which 
takes time to check across the doctors 
and facility.

Future picture:
Sushant’s GP, Aged Care facility and 
hospital have an electronic list of 
medications received into their clinical 
information system; 
highlighting the 
medications that have 
changed and those that 
need to be continued.

5: Coordinated care across multiple 
clinicians and settings
Current picture:
As Greg has multiple chronic 
conditions, he visits many clinicians. 
He also manages his own health and 
lifestyle factors through smart apps 
and home monitoring devices. 
However, there is limited 
information sharing through paper 
processes between clinicians, and 
no connectivity to data from Greg’s 
own devices.

Future picture:
Seamless information flow and 
communication between Greg’s 
clinicians, who also access Greg’s 
personal device information as 
needed.

6: Dr Mary is referring her patient to see a specialist.
Current picture:
Limited access to list of specialists available to treat 
her patient’s in a timely manner, at a local and cost-
convenient clinic for the patient.
Future picture:
Dr Mary has access to a solution that allows her to 
search for specialists accepting referrals by: 
location, out of pocket costs, and next available 
appointment time.

7: Accessing diagnostic images
Current picture:
Dr Gerald knows that Freda has had an x-ray and 
needs to access the image and report. To achieve 
this, Dr Gerald needs to access and log into a new 
system, search for Freda and then locate the files. 
This breaks his current workflow out of his practice 
management solution. He also finds it hard to 
remember the access codes.
Future picture:
Dr Gerald can access My Health Record directly 
from his system, which directly links to Freda’s 
record, so he can easily locate the image and report 
of this x-ray.
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To advance interoperability, the following is recommended

A set of suggested initiatives for the short, medium and long term, 
addressing issues identified.

Key questions and considerations to be explored, around potential 
solutions or initiatives.

Possible measures of success. These measures will need to be 
revisited to ensure alignment with agreed initiatives.

Interoperability is defined by the thing you want to do. That’s why the practical approach to 
measuring and defining interoperability is to say, what do you want to do, and given that, 

what’s the functionality you need to make it happen?, Doug Fridsma, MD, President & CEO, 
American Medical Informatics Association
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Short term recommended initiatives

• Re-define and communicate the roles and responsibilities of 
the parties involved, including the Agency, other government 
bodies, industry and consumers.

• Define and implement a framework for measuring the success 
for Interoperability based on interoperability maturity (see 
sample graph below).

• Re-define and communicate the role of My Health Record and 
the role of State based Electronic Records in the 
Interoperability ecosystem.

• Start with the current scenarios and co-develop plan for 
interoperability with participants.

Potential measures of success metrics

• Refer to Interoperability maturity figure.

Medium term

• Develop Interoperability 
guidelines to assist all 
participant groups to 
align and prioritise their 
activities and start 
discussions about 
interoperability goals 
between organisations, 
suppliers and the Agency.

Long term recommended initiatives

• Lead the future interoperability agenda across the participants 
and drive to increase maturity and compliance, through 
identification of ongoing initiatives.

• Develop formal mechanism for requests for innovation and co-
design of future Interoperability initiatives and Agency priorities 
to address in national infrastructure. For example: My Health 
Record – two simple additions that would provide value, as 
identified by participants:
• View of all clinicians involved in the patient’s care, i.e. 

clinical and personal; including contact details.
• View of all patient past and future appointments.

What are the conversations we need to have, and what options do we need to bring to the table?

• Which problems in the healthcare domain need addressing first, second and third, acknowledging end-to-end
interoperability is an ever evolving journey over years?

• How can immediate priorities take advantage of infrastructure and capabilities currently in place?
• How does accountability and responsibility flow through a care journey? How does this impact perspectives of clinicians in

relation to interoperability and risk exposure and liability?
• What are the liability and risk factors impacting healthcare with and without interoperability? How will interoperability

impact real or perceived risk and liability matters?
• What interoperability measures can be sourced from industry and jurisdictions that is not currently available?
• How can we link the data sets from AIHW to interoperability datasets to define health outcomes?
• What is the approach for secondary use of data?
• What is the appetite for investment? What are the expectations on return on investment and associated timeframes?

Vision and leadership
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Short term recommended initiatives

• Co-design Use Cases with stakeholders to identify 
key information to move in different circumstances 
and link to interoperability roadmap initiatives.

• Promote current significant functionality of My 
Health Record and benefits in the broader 
interoperability landscape.

• Create guides and templates for messaging 
standards to support development and adoption.

• Assess the incentives to promote interoperability.
• Define the education requirements for each 

stakeholder group.
• Work with pathology industry to increase the labs 

uploading pathology reports to My Health Record 
and to GPs.

Potential measures of success metrics

• Standards used by end user and transactions number.
• Number of longitudinal care plans that both patients and clinicians have access to and use to deliver care.

Medium term recommended initiatives

• Enhance messages to include the metadata 
surrounding clinical data shared to include the 
provenance available to correctly identify the 
clinician that recorded the original data to build trust 
in the data source.

• Enhance the metadata on event summaries to 
include the ‘specialty’, e.g. cardiology, orthopaedic. 
This is based on the requirement of clinicians to 
easily locate information in their own system or My 
Health Record, based on sorting of information by 
this data item.

• Identify tools to monitor and notify senders and 
receivers of unsuccessful data transfers, to assess 
and address trust of information shared.

• Execute the defined education initiatives.

Long term recommended initiatives

• Include human centre design thinking to 
all development activities, to evaluate 
the correct workflow and design 
required to enhance a clinicians and 
consumers time.

• Once interoperability measures are 
regularly produced, begin discussions 
with stakeholder groups and clinicians 
on trust of data.

• Execute the defined education 
initiatives.

What are the conversations we need to have, and what options do we need to bring to the table?

• What clarity is required by industry to inspire investment and adherence to standards?
• What are the immediate needs of each stakeholder group? To what extent is there convergence of need to inform Interoperability use cases and solution approaches?
• What are the blockers to adoption and why?

Adoption
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Short term recommended initiatives

• Develop thought leadership / FAQs on information 
sharing and privacy across the health sector to 
address the concerns of perceived broader privacy 
and confidentiality concerns.

• Define the stakeholder engagement and 
communications approach for each stakeholder 
group.

• Develop thought leadership and communications 
around benefits and interoperability requirements, in 
collaboration with stakeholders, linking patient 
outcomes with better interoperability; including 
linking adoption to non-financial incentives is 
recommended. E.g. showing interoperability use 
cases and data measured to show better health 
outcomes, decreases in hospital re-admissions/re-
presentation, etc.

Potential measures of success metrics

• Number of Agency call centre calls focused on interoperability.
• Number of download of FAQs from the Agency website.

Medium term recommended initiatives

• Develop thought leadership / information on the 
existing national infrastructure, for the audience of 
digital innovators who may not be fully involved in 
the healthcare industry today.

• Work with key industry and peak groups to develop 
position papers on Interoperability and the role of 
those groups. E.g. Australian Medical Association, 
Royal Australian College of General Practitioners, 
Consumer Health Forum, Medical Software Industry 
Association.

• Execute the defined stakeholder engagement and 
communication initiatives.

Long term recommended initiatives

• Continuously assess communication 
requirements for future interoperability 
initiatives.

• Execute the defined stakeholder 
engagement and communication 
initiatives.

• Work with stakeholders to establish the 
minimum data set for interoperability 
success.

What are the conversations we need to have, and what options do we need to bring to the table?

• What are the current questions of stakeholder groups, that need to be addressed?
• What is the role of the market in driving awareness?

Communication and awareness
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Short term recommended initiatives

• Work with accreditation and policy areas to promote 
Interoperability inclusion as part of standards, 
requirements for healthcare organisations and 
clinicians. E.g. Hospital Accreditation criteria, National 
Safety and Quality Guidelines.

• Develop a uniform national policy on procurement 
with mandated interoperability requirements and 
standards by public and private health sector 
organisations.

• Review and recommend amendments to existing 
policies for interoperability initiatives and innovations, 
e.g. use of smart apps are not defined or endorsed in 
any policy in Australian health industry.

Potential measures of success metrics

• Compliance measures to policy.
• Hospital accreditation and national safety and quality compliance in regards to interoperability.

Medium term recommended initiatives

• Review and recommend changes to national and 
state legislation in regards to clinical and personal 
information privacy, due to the lack of a unified 
national approach to data privacy. Establish a 
Privacy Perimeter approach to unify National and 
State ad Territory approaches working with the 
Privacy Commissioner.

• Work with stakeholders to understand how 
interoperability can be used to promote better flow 
of information for coordinated care programs, and 
how to enable these.

Long term recommended initiatives

• Work with stakeholders to co-design 
standardised business processes and 
policies that support shared information 
varies across clinical units and hospitals, 
affecting interoperability and the 
quality of information shared. For 
instance, the amount of content across 
discharge summaries and delivery time 
frames varies among hospitals.

What are the conversations we need to have, and what options do we need to bring to the table?

• What interoperability requirements need to be included in procurement?
• Is there a need to change the way clinicians are funded to reinforce the value of coordinated care?
• What are professional, safety and quality or other legislative clinical processes that must be adhered to when considering interoperability? For example, is there a need 

for the next in care clinician to personally ‘sign off’ on a patient’s medicine reconciliation record?
• What is required to establish a nationally consistent framework for data privacy? What are the ‘rules’ this framework will legislatively impose? And what will be up to 

Participants to decide?

Policy and supporting business processes
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Short term recommended initiatives 

• Further expand the scope of HI Service to cover clinicians 
who are not AHPRA registered

• Further expand the scope of HI Service to incorporate all 
consumers, for instance those who are serving a sentence 

• Further improve HI Service matching, and openly 
communicate matching performance rates 

• Implement the recommendations from the My Health 
Record Clinical Safety Review 14, focused on unique 
patient identification

• Further streamline the registration process for healthcare 
provider organisations

• Improve the customer experience and reliability of HI 
Service to further promote adoption 

Potential success metrics

• Percentage of communication messages using Unique Health Identifiers (IHI, HPI-I and HPI-O), compared with the total number of messages covering 
secure messaging and other point to point communications.

• Percentage of misidentification incidents, compared with the total number of matching searches 

Medium term initiatives

• Explore opportunities to consolidate 
identity information 

• Work with relevant healthcare 
provider organisations to make sure 
that their allocated HPI-O uniquely 
identifies a health facility, and no 
other identifier is needed

• Enforce the use of health identifiers 
in secure messaging communications 
and address usability issues 
associated with the current solution

Long term recommended initiatives

• Explore alternative identity 
mechanisms, such as biometrics

• Use mobile devices to uniquely 
identify individuals

What are the conversations we need to have, and what options do we need to bring to the table?

• What is the role of the HI Service as part of the DTA digital identity solution?; Will the DTA develop a federated solution, leveraging the HI Service as 
one of the existing capabilities (among others)?; Will the DTA digital identity solution eventually replace the HI Service in the long term?

Identity management
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Short term recommended initiatives 

• Replace targeted legacy technology. For 
instance the use of CDs to setup organisation 
PKIs.

• Develop an alert mechanism to promote 
certificate renewal.

• Further streamline the registration process for 
clinicians and organisations.

Potential measures of success metrics

• None identified at this stage.

Medium term recommended initiatives 

• Explore opportunities to further consolidate 
government authentication and authorisation 
mechanisms.

Long term recommended initiatives 

• Explore the use of alternative 
authorisation and authentication 
mechanisms such as behavioural 
biometrics, e.g. keystroke patterns.

What are the conversations we need to have, and what options do we need to bring to the table?

• Are there any opportunities to build a federated authentication and authorisation solution that leverages, both national capabilities (e.g. NASH) and 
localised solutions (e.g. state-wide solutions)?

Authentication and authorisation
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Short term recommended initiatives 

• Develop a roadmap for incremental implementation of 
more atomic data into My Health Record, such as 
medications from eRX, existing eHR data from state 
jurisdictions, etc, through the use of agile APIs, E.g. FHIR 
based APIs.

• Promote the use of useability enhancements to all systems 
that interact with My Health Record, e.g. GP software that 
automatically integrates to retain the patient context.

• Collaborate with industry on the interoperability roadmap 
to integrate based on the clear vision of a federated 
solution.

Potential measures of success metrics

• Percentage of clinical documents or set of clinical and wellbeing information uploaded into state-wide electronic health records and/or the My Health
Record system, compared to the number of times a patient is transferred to one clinical setting to another. For instance, when a patient is discharged
from hospital and transferred into home care, aged care or the community, a patient who visited a specialist after being referred by a GP.

• Reporting of data quality metrics of electronic health records.

Medium term recommended initiatives

• Incrementally continue to implement 
atomic data to My Health Record.

• Establish the minimum centrally derived 
standards and controls to drive market 
based innovation to connect to and 
leverage nationally established electronic 
records.

• Develop a data quality mechanism and 
introduce two levels of data within 
electronic health records, e.g. gold and 
silver.

Long term recommended initiatives

• Develop a federated integration 
health management capability, 
leveraging local and state-wide 
electronic health records.

What are the conversations we need to have, and what options do we need to bring to the table?

• What are the barriers to linking the major electronic health record repositories into My Health Record to create an integrated national health record?
What are the defined minimum patient data elements to be extracted and can we move towards a minimum data set for health across all clinicians?

• What should the specific objective and role of the My Health Record system be in a federated ecosystem?; Should capabilities such as alerts and case
management be incorporated into the My Health Record?; Or should these complementary capabilities be delivered by the broader market?

• What are the minimum guidelines and compliance requirements that Government should put in place to increase the quality of health and wellbeing
apps, to minimise clinical safety risks?

Integrated electronic health records 
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Short term recommended initiatives

• Continue with the development of a federated 
unified health directory service.

• As part of the implementation of the federated 
solution, develop an approach to maintain 
information up to date with minimum 
disruption to clinicians. Leverage existing 
business processes, or government services 
such as ABR.

Potential measures of success metrics

• Percentage of clinicians and healthcare provider organisations available in the unified health directory service.

Medium term recommended initiatives

• Explore additional functionality that could be 
implemented as part of the federated directory 
to further promote interoperability. For 
instance, the ability book appointments and 
receive alerts.

Long term recommended initiatives

• Explore opportunities to 
incorporate information that would 
assist consumer decision-making, 
when looking for a health or 
wellbeing service.

What are the conversations we need to have, and what options do we need to bring to the table?

• What is the role of the market in deriving this solution? Can this solution be completely market driven?
• What is needed to maintain the accurate and value of a directory over time? Who will be accountable for this?

Unified health directory services
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Short term recommended initiatives

• Continue with the implementation and 
enhancement of Secure Messaging 
mechanisms in order to minimise the need of 
ad-hoc/non-standardised APIs.

• Provide the community with an opportunity to 
innovate existing integration software solutions 
(e.g. HIPS).

• Continue involving industry and other 
healthcare participants in the development of 
information exchange specifications.

Potential measures of success metrics

• Percentages of exchanged messages, compared to the number of times a patient is transferred to one clinical setting to another. For instance, when a
patient is discharged from hospital and transferred into home care, aged care or the community, a patient who visited a specialist after being referred
by a GP.

Medium term recommended initiatives

• Gradually promote the use of atomic data in 
information sharing, with the appropriate 
clinical safety controls.

• Develop alternative ways of information 
sharing, such as ‘push’ messaging. For instance,  
a GP alert when one of their patients has been 
admitted to hospital.

• Work towards a seamless shared information 
user experience, that leverages Clinical 
Information System look and feel.

Long term recommended initiatives

• Explore alternative technology 
solutions for information exchange, 
such as web platforms.

What are the conversations we need to have, and what options do we need to bring to the table?

• What is the priority for clinicians; to get information first and standardised terminology later, or focus on terminology standardisation first?
• How can we better leverage the existing infrastructure in the provision of interoperability capabilities?

Information exchange
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Short term recommended initiatives

• Australian Digital Health Agency to define the 
national terminology and messaging standard 
to use, E.g. SNOMED CT-AU, AMT, LOINC, FHIR, 
etc.

• Further streamline and facilitate industry 
collaboration for specification and standards  
development, guidelines and implementation 
support eg FHIR guides.

• Work with TGA and PBS to streamline AMT use.

Potential measures of success metrics

• Metrics to be defined based on the outcome of suggested conversation topics.

Medium term recommended initiatives

• Roadmap and collaborate with industry to move 
away from legacy standards and terminologies, 
where it makes sense to; or progress mapping 
opportunities (e.g. industry developed mapping 
libraries for communal use).

• Consider a licence to operate model, for 
Australian vendors in the Health IT/app 
development space in relation to 
interoperability through regulations.

Long term recommended initiatives

• Define the governance of national 
standards, including development 
of a catalogue that is updated 
annually, process for new standards 
development and adoption, and 
retiring of legacy standards.

What are the conversations we need to have, and what options do we need to bring to the table?

• What is the roadmap to support new standards and technologies, and legacy technology?
• To what extent should nationally defined standards include usability or semantic components?
• Should SNOMED and AMT become the mandated terminology standards? If so, what needs to be in place to promote adoption. For instance:

• Inclusion of all Australian medicines in AMT (including new, trial drugs and complimentary medicines)
• Inclusion of the most critical or common diagnosis and procedures in SNOMED CT-AU?
• Mapping mechanisms between other terminology standards and AMT/SNOMED CT-AU?; Should Government or industry provide these

mapping mechanisms?
• Are there any other terminology standards that should be considered for future enforcement, for instance LOINC for pathology?

National standards
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What are the conversations we need to have , and what options do we need to bring to the table?

• What security requirements (in addition to those currently available) need to be in place to further promote interoperability and protect
information?

• What role does the Agency have to play in security compliance auditing and standard setting?

Security

While security was identified as one of the main enablers for an interoperable ecosystem, it was not considered a barrier or constraint
during participant consultation.

The need to have minimum security requirements in place for information sharing is recognised. This aligns with existing national health
legislative requirements; for instance, the National Health Security Act 2007, the Protective Security Policy Framework (PSPF), Information
Security Manual (ISM), etc.

However, further enhancing interoperability capabilities and the implementation or enhancement of new functionality will require revisiting
security requirements to determine whether additional mechanisms need to be in place. With this in mind, the following conversation topics
are recommended. This discussion should be undertaken once a set of specific initiatives and an interoperability is in place.
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On the path to greater Interoperability, measures 
of success will be important

Success for interoperability needs to be practical, and leverage the readily available data sources. Where data sources are not currently being
reported, enlisting support from jurisdictions, vendors and the Australian Institute of Health and Welfare to report data nationally is
recommended. Potential measures have been highlighted in the recommendations for interoperability in previous pages. The table below
provides a set of practical example measures, in alignment with the three phases of maturity described by the USA Office of the National
Coordinator for Health Information Technology (ONC).

Data capture and sharing
Exchange of information

Advance clinical processes through 
information flows

Semantic interoperability between systems

Impacts on key processes that 
enable improved health and 

healthcare outcomes
Clinical interoperability between people

O
ve

rv
ie

w • Exchange activity
• Availability of electronic health 

information

• Matching/linking data to provide context
• Consideration of business processes and 

associated information flows

• Clinicians collaborate through holistic, 
dynamic and integrated care plans with 
the consumer at the centre

W
ha

t d
oe

s t
hi

s m
ea

n 
fo

r …

Cl
in

ic
ia

ns
 

• I have access to my patients’ electronic 
health records

• I seamlessly share patient information and 
collaborate with other clinicians

• I have easy access to shared critical clinical 
information during patient consultation

• I am informed of my patients’ progress across 
the ecosystem. For instance, I am notified 
when one of my patients has been in hospital

• Electronic information sharing and business 
processes are in alignment with my medico-
legal responsibilities. For instance, I can sign-
off a medicines reconciliation activity  

• I have access to relevant and complete 
patient information, gathered from 
various sources of information

• I fully trust and understand shared patient  
information, and it assists me in my 
decision-making process

Co
ns

um
er

s 

• I only need to tell my story once. The 
clinicians who look after my health, have 
access to my relevant health information

• Health directory services help me select 
and interact with the right clinician for me 
and my loved ones

• I can rest assured that all my clinicians have 
access to my latest medicine-related data

• I can use mobile and other digital devices to 
access and share information with my 
clinicians

• I can access health services in an appropriate 
timeframe, irrespective of my location

• My clinicians understand my preferences 
and values. They develop health and 
wellbeing plans in alignment with them

• They actively share my care plan, which I 
can access through a range of digital 
technologies

Where are we at?

• In a 12-month period, the total 
discharge summaries sent to 
My Health Record to be 
uploaded was more than 
550,000

• All public hospital jurisdictions 
are capable of sending 
discharge summaries to My 
Health Record

• There were 6.2 million 
discharges from Australian 
public hospitals in 2015-16

• The percentage of discharge 
summaries uploaded in a 
12-month period is 8.9% of all 
discharges
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Improving interoperability capabilities is a multi-year initiative with complex interdependencies across both,
capability and environmental components. A set of recommendations and discussion topics for each of
these components have been provided as part of this report, with the high priority areas being:

Next steps … - 1 of 2

Fix the foundations
• Identity management: Improving the matching rate of HI Service in order to minimise the clinical safety

risk of patient misidentification. Openly communicate performance matching rates

• Authentication and authorisation: further streamline the registration, maintenance
and use of national authentication mechanisms, and look for consolidation
opportunities to minimise the number of digital certificates for clinicians and
organisations

• Unified directory services: continue with the development of a federated solution and
associated approach to keep information up to date, identifying the associated
accountable parties
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Next steps … - 2 of 2

Start to align policy and supporting business processes with interoperability
• Identify to what extent alternative funding mechanisms could promote collaboration and

information sharing

• Determine what is required to establish a nationally consistent framework for data privacy
to promote information sharing

• Determine the medico-legal requirements to cater for interoperability capabilities, and how
best they can be addressed

Establish a long-term vision and roadmap with clear roles and responsibilities
• Re-define and communicate the roles and responsibilities of the Agency, other Government, industry,

consumers and other participants such as Standards bodies
• Re-define and communicate the role of My Health Record and the role of State-based Electronic

Records in the interoperability ecosystem
• Identify the high priority areas where interoperability can provide increased value, and determine how

existing capabilities and infrastructure can be best utilised
• Develop and communicate the long-term vision and roadmap
• Determine what is the appetite for investment, and anticipated returns
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Help Centre 1300 901 001
8am-6pm Monday to Friday

Email help@digitalhealth.gov.au

Website www.digitalhealth.gov.au

Twitter https://twitter.com/AuDigitalHealth

Contact us

mailto:help@digitalhealth.gov.au
http://www.digitalhealth.gov.au/
https://twitter.com/AuDigitalHealth
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