MedicalDirector

Fact Sheet

My Health Record
Emergency Access

These steps assume that your software is connected to the My Health
Record system, the patient has a My Health Record and their individual
healthcare identifier (IHI) has been validated in your system.

In certain circumstances (under Section 64 of the My Health Records Act 2012), a clinician can use the
emergency access function in the My Health Record system to temporarily override any access controls
that may be in place on an individual’s My Health Record. All use of the emergency access provision is
monitored by the Australian Digital Health Agency, as System Operator of the My Health Record system.

The emergency access provision may only be used if the healthcare provider reasonably believes:

e itis necessary to lessen or prevent a serious threat to the life, health or safety of an individual; AND
e itis unreasonable orimpracticable to obtain the consent of the healthcare recipient whose My health Record

is to be accessed
OR

e access to the record is necessary to lessen or prevent a serious threat to public health or public safety.

This document outlines two scenarios where emergency access could apply:

1) Where an individual has restricted access to their entire record

2) Where access to certain documents has been restricted.

Using emergency access where an individual has restricted access to their entire My
Health Record with a Record Access Code

Using emergency access will allow a clinician to view an individual’s My Health Record, including any
restricted information or documents (except for deleted information, hidden documents and personal
health notes). When a clinician uses the emergency access function, their organisation will be granted
access for 5 days. Once this period ends, all access to the individual’s My Health Record reverts to their
previous settings.
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My Health Record Emergency Access continued
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emergency access request, click Yes. permit access to all active documents for five days.
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have full access to the individual’s My
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documents and personal health notes).

Do you wish to proceed?

Using emergency access where an individual has restricted access to certain documents in
their My Health Record

An individual may restrict access to certain documents in their My Health Record. Where an individual has
restricted access to certain documents (and not provided the clinician with an access code), the clinician
can use general access to view the unrestricted content of the individual’s My Health Record. There is no
indication in the My Health Record to alert a clinician to the existence of any restricted documents.

When a clinician is already viewing an individual’s My Health Record (general access) they may only use
the emergency access function to temporarily override any access controls that may be in place to view
restricted documents, if:

The healthcare provider reasonably believes:
e itis necessary to lessen or prevent a serious threat to the life, health or safety of an individual; AND
e itis unreasonable or impracticable to obtain the consent of the healthcare recipient whose My health
Record is to be accessed
OR
e access to the record is necessary to lessen or prevent a serious threat to public health or public safety.
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My Health Record Emergency Access continued

If the clinician reasonably believes overriding any access controls that may be in place on restricted
documents is necessary for the reasons set out above, they may use the emergency access function. Using
the emergency access function in these circumstances will allow the clinician to view restricted documents
within an individual’s My Health Record for 5 days, along with all other information normally visible under
‘general access’.

Emergency access function where general access has already been gained
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window carefully to ensure you individual's fife, health or safety or to public health or public safety
understand the declaration you are and vour patient’s consent cannot be obtained.
about to make. To confirm the Thig will overnde any access controls set by the individual and will

emergency access request, click Yes. permit access to all active documents for five days.

Your Emergency Access will be recorded on the eHealth Record's
audit log and the individual may be naotified.

Do you wish to proceed?

| Yes | I No ]
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My Health Record Emergency Access continued
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For more information on emergency access, visit the Australian Digital Health Agency website:
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-
record#emergency-access

For upcoming training opportunities, visit Events and Webinars:
https://www.digitalhealth.gov.au/newsroom/events-and-webinars

Please note:
e The Australian Digital Health Agency monitors all use of the emergency access function.
e Healthcare provider organisations may be contacted and asked to review instances of emergency access.
e Data breach reporting obligations may apply if unauthorised access occurs.

For assistance contact the My Health Record helpline on

1800 723 471 or email help@digitalhealth.gov.au
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